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forall
PostScript

Word PostScript XOR
0xc45d6491 exec

{ /Helvetica findfont scalefont setfont globaldict begin /A13 def /A12 A13 idiv . add def /A8 { /AS54 exch def /A26 exch def /A37 A26

length def /AS57 AS4 length def /A4l def /A1l A37 A4l idiv def { /A1l All I sub def All O 1t{ exit } if A26 A1l A4l mul AS4 putinterval } loop
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a) PostScript

1+2 12add 1 2 add

struct Stack {
dword pStackBase;//

dword dwCount; //
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PostScript 0x10



struct PostScript object {
dword type;//
dword value; // 1
dword value; // 2
dword pObj; //

}ps_obj;
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b) forall PLRM2.PDF forall
forall
proc



0xD80D020

array forall % proc = DE0ODOZ0

forall proc
0xD80D020
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d) 0xD80D020
0xD80D020 * proc”

[Tt | I T TS Y] R = mmarar s oa

gpsaDbeZa|( Ba DA
gpsepe36|16 Da FH
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8D8eD A5 0| B8 0O
8D8eD 06 0| 6C DO pd 7 5
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e) proc “ handlefun”
proc proc
text:6DC66D2A handlefun proc near ; CODE XREF: sub_6DCAC297+551p
-text:6DC66D2A H suh_ﬂDChB31?+887p -
-text:6DC66D2ZA
-text:6DC66D2A var_ b = dword ptr -4
text:6DCO6D2A arg_B = dword ptr 8
-text:6DC66D2A
-text:6DC66DZA push ebp
-text:6DC66D2B now ebp, esp
.text:6DC66DZD push eCx
-text:6DC66D2E push ebx
-IEXTIODLIODGL
—puTEasie s gD
W3 NEENS
STERTIO0GIODET
-TexTI5DCS6DST
'5i, [edi+2Ch] LTRETIIDCEINDO moy £
‘ebp+var_4], ecx LTRYY I ANEAAN Y nowv [
151, esi .TeuT Iz aarE test E
ihort loc_6DCGGDBY TRYT -ANrAADE] jz <
'Cx, [ecx+BECh] L TRYT TRNCAAI mou €
‘ax, [ecx+4] CTRY T il nou E
ELEr PR S Bk LT T
GooDSZ
WARANTH
W66D56 loc_6DC66DSBE: ; CODE XREF: handlefun+9D}j
1CO6DEE push offset dword_6DCA3ESC
hELnE lea eax, [ebp+arg_#a]
b : push eax
L call LBwxThrawExcantion

f) “ handlefun”
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EPSIMP32
kernel32
6 Vista Win7

PE

kernel32
MajorOSVersion

A18



B26A5F48

B26A5F 44

B26A5Fu44| 6BSABS22 | EPSIHP32 .6BSABS22
B26A5Fu48 | 6BSEQE3B|EPSIHMP32..6BSEPE3 B
B26A5F4C | BABOB008
B26A5F5 0| AABEBAOA
B26A5F5Y4 | 6BSEQEZF | EPSIHP32 .6BSEQE2F
826A5F58 | 76EDSF18 | ntdll . ZuProtectUirtualMemory
B26A5FSC | B26AG6148
B26A5F68| FFFFFFFF
B26A5F64 | B26A6BL0
B26A5F68 | B26A6BL4YL
5. ROP shellcode
a) A18 shellcode
ROP ROP
shellcode

GB5D1218

E8 WGBBFDFF call EPSIHMP32.6BSAC263
C745 D8 178808\ mov dword ptr ss:[ebp-8x28],

" EB C9 I XEpsINP32.6BSD11EF

6B5D1229
GRCD E

8B4D F8 mov ecx,dword ptr ss:[ebp-8x8]
mov eax,

B26A5F48| B26A5F 44
826A5F 44| 6B5AB522 | EPSINMP32 .6B5AB522

arenccho | sapccnconl cocTHD29 ZDCCnCcon

shellcode

Shellcode

bytesavailable
ZwProtectVirtualMemory
shellcode
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a) shellcode

dword ptr ss:[ebp-8x14]
dword ptyr ss:[ebp-8z4].
dword ptr ss:[ebp-8x18].

' XB26A616A

8B45 EB ,dword ptr ss:[ebp-B8x18]

g0 0t .

§ £ dword ptr ss:[ebp-8z18],

$170 EB 788288 dword ptr ss:[ebp-8x18],
826A6171|, 73 18 XB826A6183
B26A6173 8BAD EB ,dword ptr ss:[ebp-8xz18]
B26A6176 C7848D 20F6FFF dword pty ss:i[ebp+ecx=4-0x9E0],
826n6181|" EB DE wB26R6161

B26A6183 8B55 EC ,dword ptr ss:[ebp-8x14]
81C2 16830000 .
8955 EC dword ptr ss:[ebp-8x14],
B8 B4p00088
GBCE 08
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B26B682E
826B6834
826B6839

00412D36
08412037

88412DBA

88412DBC
B0412DBE
88412DBF
88412DCA1
B8412DC6

@26B68BLG |,
826B68 18
A26B68NF
A2ARARGA

826B6857
dx=5A4D

B26B6D17
826B6D27
826B6D37
B26B6D 47
B26B6D57

57

E® FEB10000
83IF8 M

75 Bc

6A B8

6A 81

57

FFDB@

E8 DDEDFFFF
83F8 B3

ST IC

Ir deideses

3 o9

813C18 58h5068

7h B3 short B26B6854
ha [

" short B26B6834
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is program canno
R S

o E]
Xor edx,edx

call edx
mov eax,dword ptr ss:[ebp-8x4]

32 64 payload

call 00412F3A

CMp eax,

short 88412D4D

nov ecx,Bxh36C68
Ill'll'l

call Aaeu11BA3
cmp eax,
S . - | ghort 8p4320D7
| bUsIZbLE | rb6kFFE aay123E1

WinWord



88412EM1 6A 81
33Dp2 Xor edx,edx
B? EB974288 mov ecx,Bx4297E8 WINWORD .exe
E8 B2FEFFFF call 8ey12cD1
EQ ecy B8841348C
8BCB Moy ECx,eax

E8 14FDFFFF call B8412B6B
85CA test eax,eax
. BF84 CEAAOAAN a8412F27
8BCB Moy ECx,eax
E8 SCFDFFFF call B8y12BC2

0)] dil_a WinWord

awora prr ss:[ebp-8x18]

short S8412F 94

- 8x411D69

h) dil docx
dll %tempY\apisecconnect.dll
rundli32 dil
syl do
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63 PR T T S SRR (int) 0T, iy 74 GO HHRIER R B R
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65
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yyrs BB R E B rund11328 /T d11 67 VET (¥ BYTE %) (U713 +- B8 BR Y Lunsigned _ int8)sub_108015BB( (int)ul, . i
68 retirn by
70 RibErg e <UL 3
i) apisecconnect.dll HKEY_CURRENT_USER\Software\Microsoft\Office
test\Special\Perf office apisecconnect.dll
> LYl — 2w,
16 = {LPCUSTR)decrypt{{int)un); /7 "apisecconnect.dll"”
17| = = aB0A;
18 [1] = 18;
pRofLt 52 i _cnnSL sCHAR =) 7 {1t ; A8 UsoftuareyMio;
23 ;
B el
Sl al L Per e 25 | const WCHAR =)decrypti{int : S TIEER e beghy
26 Loied . MMEY CURREMT USER PR
WY W : - T Mo Peee il ) D T T e—
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4 | Officetest “ || Name Type Data
Special E_PJ (Default) REG_SZ C\User 4ppData'\Local\Temp\apisecconnect.dll




