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CFBF(Compound File
Binary Format) "\x0101elONative"

URL

CVE-2017-11882 CVE-2018-0802
CFBF Root Entry CLSID {0002CE02-0000-
0000-C000-000000000046%}

CLSID Microsoft Equation 3.0 3.0



11 = (*(int (__stdcall **)(int, wchar t *, DWORD, signed int, DWORD, inmt *))(*(_DWORD *)az + 16))(

i
# s_EquationNative,
= 0,
= 16,
5— 0)
32 &y10);
® 33 if ( )
EXIR .
H_DWORD a2+ 16))( o35 = (M(InE=(_ stdfall int, veid®—DWORD, signed@int, DWORD, Int_*)3
37 &s—0leloNative,
0,
16,
40 0,

41 &v10);
28 s_EquationNative v10
out IStream a2 IStorage

vl = root->1pVtbl->OpenStream(root, s EquationNative, 0, STGM SHARE EXCLUSIVE, 0, &v10);
if (vi1)
{

S 2as 0L T R M D)o it it STEMELA2EEXCAUERAE o o B dee

FF-Flag > "EOIAANaT Tve" siveam

Vv + 4) 4 200) ==7

wiN-wlnfth] ->2eadeuln. fug. A, BIONE *¥heizeV — oT0- I nWih] - s2eadbyl (.. fula | O ICEILONG 23R 70

ifi( flag ||| (unsigned: int16)vi3 == size && *{unsigned fint *)((char *)&v13 + 2) <= 0x20000)

if ( flag
v2 = Globalilloc(2u, v9);

('[w)b;}l-‘wll-:c'(Zu, 14);
i vz
{

7 = Globallock(hMem);

if (v7)
{ .
if ( flag )
v3 = v10->1pVtbl->Read(v10, v7, v9, (ULONG *)&size);
32 else
3 v3 = v10->1pVtbl->Read(v10, v7, v14, (ULONG *)&size);//

3 /1 w13 -> [esp + 0x34]
/1 w14 -> [esp + 0x3C] = [esp + O0x34 + 0x8]
11 = v3;
if (v3)
{
vil = E_FAIL;

}

else

{
GlobalUnlock(hMem);
V7 - 0;
sub_403420(vE);

i3 sub_42F8FF((char *)hMem); // data processed here
67 sub_403201(vE, 0);

26~29 CFBF "Equation Native"
(vi1 0) "\x010lel0Native"
35
"Equation Native" 0x1C
"\x010lel0Native" 4 CVE-2017-11882
OLE
38 "\x010lel0Native"
"Equation Native" OLE
0x001C( ) 0x00020000( )
40~43
"\x010lel0Native" 4 ([vo+0])
"Equation Native" 8 DWORD
v14([esp+0x3C]) v13([esp+0x34]) 8
50~53
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MTEF header (version 2 and later):
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The version 2 header consists of a 5-byte header:

byte description

value

MTEF version 3

generating platform 0 for Macintosh, 1 for Windows

generating product
product version 3

product subversion 0

0 for MathType, 1 for Equation Editor
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(@) Windows EQNEDT32.EXE

Reg add

HKLM\SOFTWARE\Microsoft\Office\Common\COM  Compatibility\{0002CE02-

0000-0000-C000-000000000046} /v Compatibility Flags /t REG_DWORD /d
0x400

2

reg add HKLM\SOFTWARE\Wow6432Node\Microsoft\Office\Common\COM Compa
tibility\{0002CE02-0000-0000-C000-

000000000046} /v Compatibility Flags  /t REG DWORD /d 0x400
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