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SHA256- 36b36ee9515e0a60629d2c722b006b33e543dce1c8c26 110532065 1a0bfdb2ed 'o
File name: ccleaner -

Detection ratio: 4 /64

Analysis date:  2017-09-18 10:58:51 UTC { 8 minutes ago )
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shellcode

.data:Be82EBAB
.data:@e82EBAR
.data:@80882EBAB
.data:Be82EBAB
.data:B80882EBA8
.data:B80882EBAB
.data:B0e82E0BAS
.data:980882EBA8
.data:B80882EBAB
.data:Be82EOAS
.data:@0882EBAB
.data:Be82EBAB
.data:@e82EBAR
.data:@80882EBAB
.data:Be82EBAB
.data:B80882EBA8
.data:@80882EBAB
.data:Be82EBAB
.data:980882EBA8
.data:B80882EBAB

Aak - e RAROAT GAO

byte_82EBAS

@8, 83h, 15h, 9¥h, BCYh, 2Ch, BC9h, 95h, 75h, 68h, BCBh; B

; DATA KREF: CC_InFectiunBase+1BTu

H EB_InFectiunBase:10c_hﬂ1B?BTr -
3Dh, 76h, 7, BCCh, BEh, BF7h, 42h, BB5h, BBBh; BBh
25h, BOBEh, 43h, 7Eh, 67h, @ABh, 63h, 3Eh,
@peh, BC6h, 8Ah, BF8h, BB%h, BFFh, 27h, 5Bh, 3Ch, 6Eh; 28h
4%h, 9ah, 3Fh, BD3h, 5Dh, 25h, 2Eh, 1Dh, BCZh, 6Bh; 2Ah
11h, 99h, BBBh, 87h, @FS5h, 87h, OF3h, @D8h, 2%9h, 2Fh; 34h
73h, 9Dh, 99h, 71h, 6&7h, BBAh, 28Bh, BCFh, 51h, 5, 1Dh; 3Eh
ep&h, @, 7¥h, 8B3h, BAT7h, 56h, 7Ah,
BAEh, BFDh, BECh, 4Bh, BA7h, 58h, BA4h, BC7h, 5, 86h; 54h
BE1h, 45h, 14h, 5Bh, 42h, 66h, 9Eh, BE5h, 57h, @B&h; SEh
8Dh, 6Ch, BCAh, BEEh, 94h, 94h, 86h, BA8h, 2Fh, 87h; 68h
8Ch, BBOh, BDAh, BECh, BEDh, BFFh, BEEh, BCDh, 78h; 72h
6Ah, BEEh, BBAh, BD6h, 17h, BAGh, 4Ch, BFBh, 6Eh, 3Bh; 7Bh
31h, Oa3h, 3Bh, 38h, 6Ch, @B6h, BB1h, BBAh, 94h, BBAh; 85h
51h, 8D1h, 4Ch, 2Ah, BEBh, 9, BAAh, BCEh, 8Bh, 23h; 8Fh
8B2h, 86h, 2Eh, BFEh, 1Ch, BCFh, 9Fh, BF%h, BEBh, 1%h; 9%h
4, @cChh, 5Ch, 8D3h, 4Fh, 3Ah, 1Fh, 55h, 46h,
2Fh, 9, 4Ch, BE1h, 6Bh, BDEh, 7Ch,

IreR TR Onh ARCR A0k £ Gk RNL R

db

BA1h,

REfR ANk Ak . A0k

8F6h, 8, 37h; 15h

36h, 63h, 43h, 4¥Bh; 4%9h

9C8h, 6Ch: 8A3h
OFBh, 5Bh, 6Eh, 3Eh: BAER
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shellcode

-text:804818608 sub_4B18088 proc near ; CODE XREF: CC_InfectionBase+16Lp
-text:a8uBa1080808 ; DATA XREF: HEADER:08488164T0 ...
-text:a8uBa1080808
-text:@04810868 arg 8 dword ptr 8
-text:@0481080 arg 4 = dwovrd ptr BCh
.text:00401000
.text:004810088 mou edi, edi
-text:a848108082 push ebp
-text:d8481803 mou ebp, esp
.text:00481065 push esi
.text:00481006 Xor esi, esi
.text:oo4010068 mov ecx, 2547383h
-text:d848188D cmp [ebp+arg_4], esi
-text:g8481818 jle short loc_481829
-text:agua1a12
-text:@0481812 loc_ L4@1012: ; CODE XREF: sub_481808+27Lj
text:o0481812 mou eax, [ebp+arg_ 8]
.text:aoua1e1s imul ecx, UFAGSATHh
-text:a0481081B mov dl, cl
towvtr-oo0ho1 610 v FNMaovancs 1 Al
——y _ .
— s AR B
@ ' : GODE XREF: sub_4610868+167] et LT O
9 fext:aBha162
A fext:9dhod ez
B fext:9dho162
B sub_4B81668 endp Ltext:o040102
3 shellcode
55 push_ ebp
81761E91 8BEC mov ebp, esp
B1761E93 83EC 4B sub esp, Bx40
8176 1E96 53 push ebx
01761E97| 56 push esi
B1761E98 33pB Xor ebx, ebx
81761E9A 57 push edi
81761E9B 53 push ebx
81761E9C E8 43836888 call B817621E4
g1761EAT 8BF8 mov edi, eax
81761EA3 8DUS FO lea eax, dword ptr [ebp-8x18]
8176 1ERG 58 push eax
B1761ER7 83C7 12 add edi, B8z12
81761EAA E8 71020008 call 81762120
8176 1EAF 8BFB mou esi, eax
81761EB1 8D45 DO lea eax, dword ptr [ebp-8x30]
81761EBY 5a push eax
81761EBS 8975 €8 mou dword ptr [ebp-8x38], esi
01761EBE| FF75 FO push duord ptr [ebp-8x16]
81761EBB C745 DB LCEFS1( mov dword ptr [ebp-8x38], Ox6L616FLE
B81761EC2 C745 D4 L4C6962] mov dword ptr [ebp-B22C], 0x72626940
81761ECY? C7u45 D8 6172791 mov dword ptr [ebp-8x28], 0x41797261
81761EDB 895D DC mou dword ptr [ebp-8z24], ebx
81761ED3 FFD6 call esi
81761EDS 8945 C4 mov dword ptr [ebp-8x3C], eax
81761ED8 8Du5 D@ lea eax, dword ptr [ebp-8x38]
81761EDB 58 push eax
81761EDC C745 DO 566972 mov dwuord ptr [ebp-8238], 0x74726956
81761EE3 FF75 FB push dword ptr [ebp-B8x18]
B1761EE6 C745 D4 75616C) mov duword ptr [ebp-8x2C], 6x416C6175
817 61EED C7u45 D8 6COCHF( mov duord ptr [ebp-8x28], 0x636FGCHC

600

ping 224.0.0.0

601
Ping



B17A252E| 55 push
017A252F|  8BEC nou
01742531  81EC A3620008 |sub
017A2537| 53 push
01742538 56 ush
01702539 8B35 63107A01 |mou
017A253F|  33DB xor
017a2541| 57 push
017A2542| 53 push
01702542  FFD call
B17A2545|  8BFS nou
01702547  C706424 5902000( mou
017A254E|  E8 SUFFFFFF  |gall
017A2553| 53 push
017A2554|  FFDG call
01702556 2BCT sub
81742558 50 pop
o n

8172407

- . ehn. esn

ebp
ebp,
esp,
ebx
esi
esi,
ebx,
edi
ebx
esi
edi, eax

dword ptr [esp]. ©z259
817A24D7

ebx

esi

eax, edi

ecx

esp
822A8

dword ptr [9x217A1068]
ebx

817A255E!
817A255F |,
8172561
8172562 |
8172564 |
8172565
8172568 |
@17A256D |

ebp |

msucrt.time

59
72 18
53

8945 FO

E8 BAF1FFFF

3945 FO

|G

| pop ecx
| jb short @17A257C

| push ebx

|eall esi

| pop ecx

| mowy dword ptr [ebp-8x18], eax
call B17R1677

lcno dword ptr lebo-B8x101. eax

Bx2L

dword ptr [ebp-B8x188]

\
i
‘push =
‘push [i7]:]
1 Frnil
. potn & o
pacn A H

g o

LT

617n2820

B17A281A

.-+ . Bx3E8

Dush 5
call dword ptr [0x17A1038]
o0 . .
JRREA
retn !
Debug
BU1/HZ508 oy pop BeCX
B17A2565 8945 FB mou dword ptr [ebp-8x18], eax
B17A2568 E® BAF1FFFF call 8171677
8172560 3945 FO cmp dword ptr [ebp-8x18], eax
B17A2578|., 72 BA jb short 817A257C
B17A2572 FF15 9@187a61 | call dword ptr [Bx17a1898]
B17A2578 85CA test eax, eax
817A257n|, 75 @7 jnz short 817A2583
B17A257C 33ca Xor eax, eax
B17A257E|, E9 318208080 jmp B17A27B4
B17A2583 E8 B2FAFFFF call 817A203n
8172588 68 a@eo6100 push Bx10008
A1769C90 AB hO nuch Avhn
| 0170215e|  oFBsuS Fa |movzx  eax, ByEE pEF [eBp=0X8]
push eax i
lea eax. dword ptr [ebp-0x28]
push eax i
| push dword ptr [ebp+0xC] '
call dword ptr [Bx17A186C] 11 i
3 | add esp,
5 lea eax. dword ptr [ebp-Bx28]
| push ox28 !
| pop ecx i
| pop edi
a | mov byte ptr [eax]. Bxz8 !
iinc eax
|dec ecx |
jnz short 817A217A |

ipTe)

eax. dword ptr [ebp+B8xC] i

shell32.IsUserAnAdmin

UNICODE **
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DGA

DGA

2017 2 ab6d54340cla.com
2017 3 aba%9a949bcld.com
2017 4 ab2da3d400c20.com
2017 5 ab3520430c23.com
2017 6 ab1c403220c27.com
2017 7 ablabadldOc2a.com
2017 8 ab8cee60c2d.com

2017 9 ab1145h758¢30.com
2017 10 ab890e964c34.com
2017 11 ab3d685a0c37.com
2017 12 ab70al39cc3a.com

MAC

0x00

InstalllD

0x04

0x05

0x06

64

0x07

0x08

0x48

Windows

0x88
0xA0Q

MAC
0x53
0x50







B17A248F 58 push eax

e17p2410 6n 1F push 8x1F

@17a2412| 56 push esi

M7AZ413 FF15 B8167a01 |gall dword ptr [Bx17A18B8] wininet.InternetSetOptionA
m47aouan|  ccoc ae. . h Aund nti Lohnefod 81

. i ebx

: 3 ebx

. ' esi

|wininet.HttpSendRequestd FF15 B4107A81 |call  dword ptr [Bx17A10B4]

I £523 ‘test  eax. eax

I T4 TE N short G17A24A4

I 52 32543008 8x468
i3] 4oeinI 5THSmPSNQA [EERIATT] 96CCEBAC|ef694b89 . 0OCCOAAC 0013A290( 34 6F 65 69 6D 49 35 54 4D 53 6D 70 38 6E 51
! 61| HrGZtmPntHgkaTRa 8197FBSC| 06006600 0O18A2A0| 4D 72 47 5A 21 6D 58 6D 21 57 67 34 34 54 5%
I 4F | UxvdeJZ2c1HGS880 8197FB98| 0880800 0018A2B0|55 78 76 64 65 4A SA 32 63 6C 57 47 73 38 3f
i 6B| 6xzSKSMBTY16aXFk B0 FES | GE EAZ00 AS E I e R S THS Rp SR 0 2 e R MG S TRAUXUAEUZ2ETN| 0818A2C0| 36 78 7 73 4B 38 6D 42 54 76 31 36 61 58 6¢
' 61| t3KF1Sxu2Ewhglya 8197FB98| BBBOLCDE 0018A2D0| 74 33 4B 66 6C 53 78 76 32 45 77 68 71 6C 7§
+ 62| 5FBK3basU Bx=rHtb 8197FBIC| 06176508 0O18A2E0| 73 66 30 6B 33 62 61 53 55 30 78 2A 72 48 7L
i 38| Kjdqj3tIHIXFetER 8197FBAB| B8BOB1AD OO18A2F0| 4B 6A 64 71 6A 33 74 49 48 49
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1 5.33 5.34
https://www.piriform.com/ccleaner/download/standard
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