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1. SrvTransaction2DispatchTable 14
SrvTransactionNotImplemented

kd: dd= =rv!srvtranszactiondi=patchtable
95b35530  9&5bLSdSef srv!SrvSmblpen?
95E35534 9EbLYfed srv!SrvSmbFindFirst?2
95b35538 95b5806d srv!SrvSmbFindHe=xt?
95b3553c  95bSaald srv!SrvSmblueryFsInformation
95E35540 95bSb2f3 srv!SrvSmbSetFzInformation
95b35544 9EbLS1{65 srv!SrvSmbQuervPathInformation
95B35548 9EbLZcYd srvISrvimbSetPathInformation
95b3554c 95b5177c srvlSrvSnbQuervFilelnformation
95h35550 95bLL5Z55d srv|SrvSmbSetFilelnformation
95b35554 95bSbh4eb srvw|SrvSnbFindHotifvy
95B35558  95bL5E9%97a srv!SrvSmbloctl?Z
95b3555c 95bSbdeb srv!SrvSmbFindHotify
95b35560 95b5b4el =rvlSrvSnbFindHotify

I i oy
95h355683 95BRL5AfZ2h s=rwlSrvTransactionHotInplemsnted

95hL35570 95bL44107 SrviSrvSthethsReferral

95h35574 95b43ff7 srv|SrvSnbREeportDfslnconsistency
QCRICC7?E ONANANNN

2. SrvTransaction2DispatchTable 14
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kd: dd=s srv!srvtransactioniZdi=zpatchtable

95b35530 95b5456f =rv|SrvSmbOpend

95b35534  95bEVi{ed srv!SrvSmbFindFirst?

95b35538 9L5BE5806d srv!SrvSmbEFindNext?2

95b3553c 95b5aaf9 =rvlSrvSmbQuervF=zInformation

95bL35540 95BLSEBZ2f3 =rv|SrvSmbSetFeInformation

95b35544 95B51f65 =rv|SrvSmbOuervFathInformation

95b35548 95bB52cY4 srv! SrvSmbSetPathlInformation

9503554 95b517YYc srv!SrvSmblusrvyFilelnformation

A5B3LEE0  95BE5255d srv!SrvSmbSetFilelnformation

95b355584 95bSbdeb srv!SrvSmbFindHotifv

95b35558 9L5B5E89Ya srv!SrvSmbloctl2

95b3555z 95bSb4eb =rvw!SrvSmbFindHotifw

95035560 95bSbdeb srv!SrvSmbFindHotifvy

9EbA55R4  9ERE3RfH _srwlSruSnbhCreatelll rectorsd |
L0483 _

95b3556c  95bSdEZb srv!SrvTransactionHotInplemented

A5B3SEF0 95b44107 srv!SrvSmbGetDizReferral

A5b35574  9Sb43ffY srv!SrvSmbREeportDislnconsistency

kd: u 866db048
266db048 Shdc2408
g66db04c &0
8e6db04d =800000000
266db052 Ed

Mo
pu=shad
call
DoD

[ L) o it

mhmL osT

ec® . dword ptr [esp+8]

Be6db0S2
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1) Rding Test Tor presence of baskdoor
2]_PRunlLE Fe—an—nAre—to injeef & DA _info 35 user_mode_oroeess.
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Outputinstall shellcode
RunShellcode
Ping DoublePulsar
RunDLL shellcode DIl
RunShel lcode shellcode
Uninstall DoublePulsar




O3 [ {Fing )

—l-{ Resume Hook function I-

0x77 { Uninstall )

Cecrypting

a4l

0ueC8 { RunDill, Run . .
P Y Verifying data
TR Ty l|"|- —__ ST

e

. . | oS 4T
(1)CheckFlag
SMB_COM_TRANSACTION2
Timeout flag
Eeﬁaan:sﬁsu?19a sub_86847194 proc near : CODE XREF: start+387p
seqiBO:B6BLTIDE xor eax, eax
seqaaa:86847196 mowy al, cl
seqdBn: 86847198 shyr
seqdpe:8684719B add
seqdOO:B6BLTI9D shr
seqoon:86B4T1IAD add
i wwirn - L_,:—lu- —_—

r: STATUS_NOT_IMP

S

seqdBa:g

R EE TR
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TED

ATUS MOT IMPLEMENTE

%7 sub_8684719%  endp
A7
L
timeout 0x23
s vevvTaL avessvvevesvs dver s . U O
10 ©.005892 192.168.0.109 192.168.0.101 SMB 445 136 Trans2 Requesty SESSION_SETUP
11 ©.605951 192.168.8.101 192.168.0.109 SMB 49805 93 Trans2 Response<unknown>, Error: STATUS_NOT_IMPLEMENTED
15 ©0.011895 192.168.0.109 192.168.0.101 SMB 445 1312 Trans2 Request. SEES% %o !>:THP
16 ©.011968 192.168.06.181 192.168.8.109 SMB 49885 93 Trans2 Response<unknown>,
19 ©.613317 192.168.8.1€9 192.168.0.101 SMB 445 1312 Trans2 Request, SESSION_S
21 ©.013726  192.168.6.181 192.168.8.189 SMB 4980854l 93 Trans2 Response<unknown>, Erro
Max Parameter Count: 1
Max Data Count: ©
Max Setup Count: ©
Reserved: 00
Flags: 0x0008
Timeout: 2 hours, 50 minutes, 33.186 seconds
Reserved: 0800
Parameter Count: 12
Parameter Offset: 66
Data Count: @
Data Offset: 78
Setup Count: 1
Reserved: 0@
3f ¢9 96 39 00 00 00 00 00 4e ff 53 4d 42 32 @@ R0 N SSMB2 &
00 00 00 18 07 cO 00 00 0O 00 00 00 00 00 00 00
00 00 00 88 ff fe 00 B8 41 60 Of 0c 00 00 00 01
00 00 00 00 00 00 00 00 00 0c 00 42
00 00 00 4e 00 01 00 Ge 0O Od 00 00 ©0 00 00 0O
00 00 GG GG GG GG GG GG ...



0x23 Ping
ox77
0xc8 shellcode
start proc near
var_4= dword ptr -4
arg_4= dword ptr 8
nov ecx, [esprarg_ 4]
pusha
call §+5
pop ebp
and bp, BFB@6hH
nov [ebp+ ], ecx
call sub_86847239
call sub_868471A8
call sub_868471E9
test eax, eax
jz loc_86847155
(=] ] — ' 1
[ebp+aCh]
[ebx-28h]
68#?1?h‘
lué_BESH?BSE
cmp al, HE N
jz short loc_868470A1
r () s = [ sl =1
al: ggp :;;rt 10::868&?898 loc_868470
(2)Ping
0x23 Ping Ping
(3)RunShellcode  Rundll
0xc8 shellcode Doublepulsar Rundll
RunShellcode Rundll
shellcode dil
RunShellcode  Rundll Ping
SESSION_SETUP Parameters shellcode
shellcode 0x5ed26d41°0x5ed24a49=0x2708 ,
(0x5ed25a49"0x5ed24a49=0x1000) 0x5ed24a49




10 9.005892

0940 00 De 00 ©d 10 @0

192.

PREEEN

PR o umiee e e
192.168.0.101 136 Trans2 Request, SESSION_SETUP

168.0.189

3 ol

s ey
19 @151 ©, SEAGION
Parameter Offset: 66
Data Count: 4096
Data Offset: 78
Setup Count: 1
Reserved: 8@
Subcommand: SESSION_SETUP (@x8@@e)
Byte Count (BCC): 4109
Padding: 00
~ SESSION_SETUP Parameters
Unknowun Data:
v SESSION_SETUP Data
Unknown Data: c20ef65a29¢317dfa5fed25e49c335e6594ad25eclcd4ebe. . .

195ad25e494ad25e

INZERIshellcode

0850 €2 @e T 52 29 c3 17 df a5 fe d2 5e 49 c3 socllis cooosn i
35 e6 59 4a d2 Ge @ cd 4dp G 49 da Ra e 49 4a B.YILAL L NATTH.TD
SESSION_SETUP Data shellcode
a. shellcode
g e ah e e saey pmees ey .
seqB0B: 85847 0B mou esi, [eax] ; shellcode size
seqBdB:868470B3 ®or esi, [ebp+ 1 ; key
seqABB:86847OBG mouy edi, [eax+8]
seqB0B:858470BD ®Oov edi, [ebp+ 1
seqBaB: 86847 BBC moy eax, [eax+4]
seqAB0:86847 BBF #or eax, [ebp+ 1
= TmTm ommmE T SEawer ey L apapayes wpuag s
b. shellcode shellcode
shellcode
seqBBa: 86847 BCE nov eax, [ebp+ ]
seqdBa: 86847 8D jz short loc_BABA47BEBR
seqaaa: 86847003 call sub_B86B471CA
seqBBa:868478D8 lea eax, [esi+y]
seqOaa: 6847 0DB push eax
seqdBfa:86847BDC push i}
seqBBa: 86847 BDE call dword ptr [ebp+&] ; Allocate buffer
seq@80:86847 BE1 test eax, eax
seqdBa:B6BU7BE3 jz short loc_B6BL47148
seqBBa: 86847 BES nov [ebp+ ], eax
seq@80:86847 0ER mou [ebp+ 1., esi
seqO00: 86847 0EB
Seqaaa:868470EE loc_868470EB: ; CODE XREF: start+897j
seq@80:86847 BEB add edi, ebx
seq0A0:86847 BED cmp edi, esi
seqBBa: 86847 BEF ja short loc_B6BA47144%
seq@80: 86847 6F1 sub edi, ebx
seqdBa: 86847 BF3 add edi, eax
seqBiBa: 86847 BFS push edi
seq@BA: 86847 OFG mou edx, esi
seqdBa:B68U7BFR nov esi, [ebp+ ]
sead00:86847 OF e s mov esi. [esi-1Ah1
B T IR A
e AHEE B GBI AN S Tl T
5RO ABR: B BUT I B2
Sy ABBR: BHRNA T3
HILIEETEAT S
Eonnnnswanmuerne . [P
_ )
XREF: start+C8}j seqlaN:RGASa7 a8 loc_8588L4718B= s CODE
yt data 32 AANEO8L7 108 xar [esi], ebx ; decrp
SR A RGEL7 140D add esi, &
yt data SEgnnninunssITE loop loc_8684718B ; decrp
SRGURRIRSRLT 2 add eax, edx
SREARG 8347014 cmp esi, eax
sequunBsBLRI 1S jl short loc_86847148
SEQURD:IBSBLTIIR noy eax, [ebp+ 1
SRR IR 116 pusha
HOLLLE LT UERRTH nov esi, esp
SEGEEEIBGEL IR push eax
sheﬂlcude seqaad:Eo84711F call eax ; call
seql@f:868a7121 nov esp, esi



C. Rundll shellcode IDT ntoskrnl.exe
I0T ntoskrnl.exe PE
-.rﬁl:lﬂﬂ:ﬂﬁﬁF'Jﬂ“;ﬁ now [edi+Dhh], eax

seqDRd:86sFPOSL noy ebx, large Fs:z3dh

SeqHadBeoFY oS noy ax, [ebx=d]

SeqRAA:RGAF P0G T hl rax, 1@h

segDRd:366F 0 A naw ax, [ebx]

seqUHad:S6oFY BoR and ax, HF B

LrqAAAcAGaFoRT 1

SeqDod:86erenT1 loc_ BOGFSOT: ;- CODE_SREF :_sub-_866C%000:7EL]
sequag geaFY e now ebd, [eax]

SeqRAACAGAFDRT S =T b, SALDh

seqDRd:866F P07 B jz short loc_B66F9BE1

seqHad:8eoFP U R sub eax, HIEn

seqRAA:RGEFPA7F jmp short loc BEGFIET1

seqiRd:g6oFP a1

seqURdEsaFY B

SeqBAA-REEFPERT loc BASFOART - : DODE RREF: sub_ R6AFPHAR7RT§
ceqbed:g66F 901 noy [edivucn], eaw

SeqHRECEGOFY BN nowy ehx, 2ax

SeqRAACRGaF? G

BEZADE1DER

d. PID
ceqOfB:B66FP33B push
seqOOB:866F233C push
seqOOB:866F 233D call
seqBBB:866F 2340 test
seq@fB:-866F 2342 jnz
seqBOB:-866F9P348 now
seqBlOB:-866F9234B now
ceqfff:B66FP351 mow
seqOff:B66FP35Lh cmp
seqOOB:866F 9357 j1
seqBBB:866F 2359 push
seqBeB:866F235A call
seqB@B:-866F935D call
seqBA@B:-866F9362 now
seqfAf:BO66FP368 cmp
seq0fB:866F936A jnz
seqOOB:866F 2360 lea
seqOOB:866F236F push
seqBBB:B66F2370 push
seqBOB:-866F9371 call
<PnAAR:-RAGFOA7L nush
e. APC

e e [l
seqABA:B66F92CE sub

esi

ecx

dword ptr [edis 1
eax, eax
loc_B866F93CE

esi, [edi+ 1

ebx, [edi+ 1
eax, [esi+ebx]

eax, 2

short loc_866F93C6
esi

dword ptr [edis 1
gethash

ecx, [edi+ 1
eax, ecx

short loc_866F23C6
ecx, [edi+ 1

ecx

esi

dword ptr [edi+8] ;
(S |

edx, eax

Isass.exe

; PsLookupProcessByProcessId

; PsGetProcessImageFileMame

KeStackfAttachProcess

eyt eToT TE T

SelBRR:B66F22D6
=enBBB:B66FP2DE
SSenARRCRARF22DA.

J P

BERTUUT N TR S

SRNAARCEAAFY20E

[P Y ST S

20h

. .
egRBBIBOOFO2FD -- H

s BB RHHFR2FH
e ADD;BABEO2FL
eqBBB:B66F923P02
e ARD;BGEOIR3
eqBBB:B66F23B6
eqABB:BHEF93 08
<eqBBB:B66F23BA

H 2312

BBz BABF D345

(DUninstall



0x77
SrvTransaction2DispatchTable

S R TR LT ITITITE PR

Seqooa: 86847189 sub_B68471BY proc near ; CODE XREF: start:loc_S68470a17p
u7189 nusha

2hp=" 30
eax*ilh]]
Mz — g 2y T00] , ge T
Ezga—
e
Lealny ]

AT IRTIBIIST (TF au

Se, LA Mg o

SrvTransactionNotImplemented
MID

ceqOdg: 8687140
SeqoB0:BGBUF140 loc_86847140:
e —— .-
T ——
seqABa:go8a7 14y
S LI T B
EF: start+417]j SeNARA:RGRAF144 JToc_ B6847144: ; CODE XR
Ffj A SenARA:RARLT 1LY, ; starts+?
B nov al, 28h ; * '
SANANNTRABLT 144 jmp short loc_8684714C
senARA:RARATILR
B ERR R
EF: start+DBTj SPNHHAZRGBA 148 loc_86847148: ; CODE XR
ARARARLT1LR nov al, 36h ; '@’
FIYT TR jmp short §$+2
R Tan
¥ F:R6RaZia
F: Stal‘t+FI’lTj SeNHRAzRGRAT AL 1oc_B684714C: ; CODE XR
Efi ... senAA0:RARLTILL : start+F
E o AP Tl nou ecx, [ebp+38h]
piserier weel nov ah,
EUTITY ALY add [ecx+1Eh]. axz s QUU liaw
3 s L
EF: start+2h7j sen H658i15% loc_B4847155: ; CODE XR
PN AAAZRABLTISS nov eax, [ebp+18h]
sRNANAIRARUTIGE nov [esp+2Bh+var 4], eax
seNANAIRARUTISE popa
0ld_SrvTransactionNotImplemented ae Y jmp dword ptr [eax+3Ch] : jnp
seNHBA:RARATIAA ;
cenfBA-RARLTIAD
MID+0x10
MID+0x20
Il T 1319 Teeen g T e L= o e e e
2 93 Trans2 Response<unknown>, Error: STATUS_NOT_IMPLEMENTED : A
1514 [1CP segmont of a reassombled PR 1514 | sembled PG
1514 [T sepment: of a reassemblod 1514 | semtsLed P
TH12 Teans? Requost, SESSTON S1ETUD 152 Trans? Regue
Flags2: @xc@@7, Unicode Strings, Error Code Type, Security Signatures, Ex Process 1D: 65279
Process ID High: @ User ID: 2048
Signature: ©000000020000000 Multiplex ID: 66
Reserved: 0000 ~ Trans2 Request (@x32)
Tree ID: 2048 (\\192.168.0.101\IPC$) Word Count (WCT): 15
Process ID: 65279 Total Parameter Count: 12
}JDOX‘]O User ID: 2048 Total Data Count: 4096 ﬁﬁﬁEﬂMID
Multiplex ID: 82 Max Parameter Count: 1 _
Eati| ~ Trans2 Response (@x32) Max Data Count: @ FESIG

Subcommand: <UNKNOWN:> since reauest packet wasn't seen Max Setup Count: @
HE

HE 3

: ¥'@c 60 @@ 10 B1 00 60 B0 00 00 00 8@ 4f 1/+28 40 00 80 Q6 ©0 99 c@ a8 0@ 65 c@ ad
90 87°25 5. 0@ 00 92 @c 00 42 0 20 10 de 0@ 01 -B. .. 00 6d 01 bd €2.8d 7a le 7d 3a dB ea d6 02 5@ 18
00 @e 00 @d 10 00 41 6d d2 5e 49 5a d2 5e 49 4a . Am .*IZ.M3J 00 fb 82 64 00 0U°2A 00 80 23 F£f 53 4d 42 32 02
d2 5e c2 @e fb6 5a 29 c3 17 df a5 fe d2 5e 49 3 A D) ~1. 00 B0 < 93 B7 cP PO L. GO 0O 00 6O 0O 00 6O 00

0050 0@ 60 0@ 83 ff fe 00 08 02 0 20
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