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ProcessName: EQNEDT32
Source : Running Process
: 2976

Disable ATL

BottomUp
ForceRelocate
HighEntropy
Disallowstripped

StrictHandle:
RaiseExceptionOnInvalid :
HandleExceptionsPermanently :

System Call:
Disallowwin32ksysCalls

ExtensionPoint:
DisableExtensionPoints

DynamicCode:
ProhibitDynamicCode
AllowThreadopt
AllowRemoteDowngrade

FG:
EnableCFG
EnableExportSuppression
StrictMode

BinarySignature:
MicrosoftSignedonly
StoreSignedonly
MitigationOptIn

FontDisable:
DisableNonSystemFonts
AuditNonSystemFontl oading

Imagel oad:
NoRemoteImages
NoLowMandatorylabelImages
Prefersystem32Images
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CVE-2017-0199 \ob jupdate
OLE
\objupdate . Forces an update to the object before displaying it. Mote that this will override any values in the
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6 - OLE

0000810 0 EHOtessRoot
00000820 [} OLESSHeader
. Dl ——
06 00 €O 00 00 00 00 00 00 46 18 00 00 00
7 fF T AE AR 74 4B BO AR 0% BRI 4 A%
T RS R R T A E A N T E Y
i e ui a5 v
: s

0x0000054
UserFlags 0x00000560

- ModifyTime 0x0000056¢

0x00000578

[l
v[El
OLESSDirectoryEntry[5]

\x01CompOb j

0x00000000
0x00000000

2
MTEF v. 3 28 0x1C

struct EQNOLEFILEHDR {

WORD  cbHdr; // 0x1C

DWORD version: // 0x00020000

WORD  cf; //

DWORD chObject; // MTEF

DWORD reservedl; //

DWORD reserved2; //

DWORD reserved3; //

DWORD reserved4; //
};
WGLLLELTN 1 C 00 00 00 02 00 BE C3 45 00 00 00 00 00 00 00 HAE . ......
00000910 thol iau...
0-1 cbHdr 0x001C
2-5 version 0x00020000




6-7 cf 0xC3BE
8-11 cbObject MTEF 0x45 69
12-15 reservedl 0x00000000
16-19 reserved? 0x00682428
20-23 reserved3 0x0069A87C
24-27 reserved4 0x00000000
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0 MTEF 0x03
0x00 Macintosh 0x01 Windows
0x01
2 0x00 MathType 0x01
0x01
0x03
4 0x0A
0x0A SIZE
0x08 FONT
0x08 FONT

0x02




.TRXL:
-text:
.text:
-text:
.text:
.text:
-text:
.text:
.text:
.text:
.text:
-text:
.text:
.text:
-text:
.text:
-text:
.text:
.text:
-text:
.text:
.text:
.text:
.text:
-text:
.text:
.text:
-text:
.text:
.text:
.text:
.text:
-text:
.text:
.text:
.text:
.text:
-text:
.text:
.text:
-text:
.text:

LLLallili g
a841168F
ae41168F
aas1168F
ae41168F
ae41168F
a8411660F
aey11618
2411612
068411618
08411619
aes1161n
068411618
aau11621
28411627
a841162A
aes1162F
aau11631
068411633
88411635
068411638
ae41163C
a6841163F
aa411644
8411646
08411648
aa41164A
a841164C
a6841164E
apy11650
068411653
26411655
88411658
a641165A
aa41165C
a6841165F
aau11661
aas11664
2411665
ae41166A
88411660
0411672

B812F288
AB12F284
B812F288
B812F28C
a812F298
B812F294
B812F298
B812F29C
B812F2a8
B812F2AY4
B812F2A8
B812F2AC
B812F2B88
B812F2BY4
B812F2B8
B812F2BC

ARA2F2M 0

astout
var_h
overflowbuf
arg_%
arg_8

A812F2EC
fTEFDFBA1
930112FB
B812F2AY4
f7EFDFCS
f7EFDFED
f7EFDFDA
A812F668
A812FABS8
gageaa21
BBBBFFFF
A812F2F 8
88411508
A812F438
(R lsflsfils]s)
A812F2CC

AO12FAAD

DYTEe pTr -Zsn

= dword ptr -4
= dword ptr &
= dword ptr 8Ch
= dword ptr 16h
push ebp
mnov ebp, esp
sub esp, 88h
push ebx
push esi
push edi
mnov word ptr [ebp+var_u4], BFFFFh
mnov word ptr [ebp+var_38], BFFFFh
mou edi, [ebp+overflowbuf]
mov ecx, BFFFFFFFFh
sub eax, eax
repne scash
not eCcx
lea eax, [ecx-1]
mnov [ebp+var_34], ax
mov edi, [ebp+overflowbuf]
nov ecx, BFFFFFFFFh
sub eax, eax
repne scash
not eCcx
sub edi, ecx
mou eax, ecx
mou edx, edi
lea edi, [ebp+dstbuf] ; #% | 86E MY TE]
mou esi, edx
shr ecx, 2
rep mousd s RERY, EEER, EAEES
mov ecx, eax
and ecx, 3
rep movsh
lea eax, [ebp+dstbuf]
push eax ; 1pSrcstr
call sub_451DEB
add esp, 4
call sub_4208FAB
mov [ebp+var 2C1, ax
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RD /d 0x400
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